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Editorial

On Service Integration with the Physical World

Over the past year there has been a great deal of interest in RFID (radio frequency 
identification) technologies; leaders of the FMCG (fast moving consumer goods) 
industry such as Wal-Mart and Procter & Gamble are aggressively driving their 
supply chains to implement RFID based process automation, and the software 
industry has responded with a wave of supporting products and services.

We wrote last year about the way Web Services enable closed loop processes 
which will revolutionize business intelligence. The real time, heterogeneous 
nature of Web Services enables us to move from merely reporting on events 
to exerting control over the technical resources and the business process 
execution. It’s a logical next step therefore to move to integrating with the 
physical world, increasing the degree of automation and control over a new 
range of applications.

You might argue that the supply chain applications being implemented by the 
FMCG companies are rather uninspiring use of technology; in supply chain use they 
are actually a relatively small step in capability beyond the ubiquitous bar codes. 
However there is clearly sufficient ROI to persuade Wal-Mart and others that this 
is an investment worth making, and what’s really interesting is that the real benefit 
appears to come from the optimization of business processes that RFID enables 
– more up to date inventory information and also lower people costs.

In our lead report this month we examine a wide range of applications for RFID; 
we conclude the really interesting applications that would be of direct interest to 
us as consumers are a long way off. Sadly you can forget better baggage handling 
systems, personal laptop security systems and similar really useful applications 
for a few years! What’s making RFID hot in FMCG is conventional business 
economics – the potential to optimize inventory for relatively low investment 
using pretty basic RFID technology. But we also conclude that integrating the 
RFID architecture into the overall SOA is going to be a critical requirement. 
There’s lots of opportunity to duplicate existing investment in Web Services 
infrastructure and middleware, and the challenge is to rationalize the stack, such 
that (so called) RFID middleware is concerned solely with RFID and physical layer 
related concerns.

There are of course a large number of vendors emerging that will be only too 
pleased to supply new RFID specific middleware products, but this would be a 
would be a serious mistake. The whole RFID area is very immature right now 
in terms of standards, application architectures and technologies, and early 
adopters need to keep their investment as generic as possible in order to avoid 
reinventing the wheel too many times. The best way to do this is to keep business 
logic and rules at the logical level, and abstract away from the physical layer as 
much as possible consistent with reasonable performance.

David Sprott CBDI, May 2004
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RFID and Web Services

Web Services provide a platform neutral technology which 
enables real time business communications. With RFID we have 
real time connectivity with the physical world. In this report we 
briefly introduce the technology and look at the architectures and 
business patterns that the combination of RFID and Web Services 
may enable.

Introduction
What do SAP, Wal-Mart, METRO and Procter & Gamble have in common? 
Why are they and many other major players in the FMCG business supply 
chain placing high priority on RFID?

RFID (Radio Frequency Identification) is actually not new; it’s been around 
since the Second World War. Up to now however it’s been too expensive for 
practical commercial application. But recently new manufacturing techniques 
have dramatically reduced the cost of tags and almost overnight RFID is set 
to revolutionize many very ordinary business processes.

The root problem that RFID addresses is real time connectivity with the 
physical world. Imagine how a business process could be improved if you 
have real time status of wholesale or retail inventory; or real time location of 
railcars in a goods yard. The availability of high quality, current information 
potentially allows a business to address a vast range of issues of control and 
automation, and hence cost. That’s why the big FMCG supply chain players 
are interested.

But while RFID provides connectivity with the physical world, we still need to 
manage integration with the business process and information management 
layers, which is where Web Services come into the picture. In this report we 
shall take a brief look at RFID, and then discuss how using SOA and Web 
Services can enable practical process improvement.

Section 1 – Background to RFID
RFID covers various technologies that use radio waves to identify individual 
items. The most common identification method is to store an identifying serial 
number on a microchip that is attached to an antenna. The chip and antenna 
together are referred to as either an RFID transponder or tag. A reader sends 
out electromagnetic waves that form a magnetic field when they couple with 
the antenna on the tag. The tag transmits identification information back 
to the reader, which converts the radio waves into digital format for use in 
business systems.

By David Sprott
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The key to the current interest in RFID is that tags have 
at long last become very small and cheap. Wal-Mart 
and the US military have already instructed their largest 
suppliers that cartons and pallets must be equipped with 
RFID tags by January 2005. MasterCard and American 
Express have been testing RFID-enabled credit cards. 
Radio waves travel through most non-metallic materials, 
so they can be embedded in packaging or encased in 
protective covering, and we can expect eventually that 
tags will be embedded in a vast number of consumer and 
business products, ranging from manufactured goods to 
assets and equipment.

There are various forms of tag – the basic and cheapest 
are read-only and have basic ID information, but there 
are options, at a price, for read/write with capacity for 
additional information storage. With these characteristics 
RFID enables connectivity with the physical world and 
this facilitates a number of new basic patterns that we 
identify and summarize in Table 1.

Item/Object Location Presence enabling count of items

Tracking Presence enabling determination of change of location

Status Monitoring Presence and status enabling determination of change of status

Access Control Identification enabling hands free or no touch security 

Token passing (e.g cashless systems) Identification enabling no touch payment 

Table 1: Basic Process Patterns

Figure 1: RFID Basics
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Figure 2: Savant Architecture (based on Auto-ID Savant Specification 1.0)

The Nokia Mobile RFID Kit extends the mobility of field force personnel by integrating RFID reader 
technology to a familiar portable device. Simply by touching a smart object, the user can initiate tasks in 
their Nokia phone – call and send text messages or access databases and record new data entries.

“There are numerous ways to utilize the Nokia Mobile RFID Kit in a business”, said Gerhard Romen, Head of 
Market Development, Nokia Ventures Organization. “The user can easily launch services and conveniently 
access phone functions like dial or send messages, just by touching smart objects, in this case RFID tags. 
The phone reader will read the content of the smart object, and translate it to an action. For example, a field 
service engineer can intuitively start browsing the latest service instructions to repair a machine on site. It 
is also possible to collect meter reading data to the phone by keying the reading into the phone, replacing 
the paper and pen method still widely in use today. The Kit can also replace the pen and paper method in 
recording time and attendance, for example.”...

The Nokia Mobile RFID Kit is an enabler of Nokia’s “Life Goes Mobile” vision in making mobile phones more 
intuitive for users. Touching a smart object with a mobile phone is an easy way to connect to mobile services 
and content. It will not only improve the experience of using current services, but also create entirely new 
applications and value.

Nokia Press Release, March 2004
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RFID Middleware and Supporting Services
RFID middleware sits between the RFID reader and 
conventional middleware. It facilitates communication 
between enterprise systems and RFID readers. Many 
RFID middleware functions, particularly those relevant to 
the supply chain application area are being standardized 
by EPCglobal1. EPC is a not for profit organization that 
developed out of work undertaken by an MIT academic 
research project.

EPC define the concept of a Savant – software that 
sits between tag readers and enterprise applications, 
providing a variety of computational functions on behalf 
of applications, including filtering, aggregation, and 
counting of tag data. Particular issues arise from the 
massive quantity of fine-grained data that originates 
from tag readers. Much of the Savant processing is 
therefore concerned with data reduction operations such 
as filtering, aggregation, and counting, reducing data 
volumes prior to sending to Enterprise Applications.

EPCglobal also provides an EPC (Electronic Product 
Code) Information Service through an EPC Network. Using 
PML (Physical Markup Language), see Box. An Object 
Name Service (ONS) provides a global lookup service 
to translate an EPC into one or more URLs for further 
information on the object. ONS provides both static and 
dynamic services. Static ONS typically provides URLs 
for information maintained by an object’s manufacturer. 
Dynamic ONS services record a sequence of custodians 
as an object moves through a supply chain.

EPC is focused strongly on the supply chain application 
area, and will provide standards for many of the early 
uses of RFID. However not all RFID applications will use 
the Savant architecture and in Table 2 we list a number 
of vendors who are providing products and solution 
services in this area.

The Savant automated identity standard is however 
useful in establishing a basic architecture which will be 
enhanced for application areas that go beyond identity 
based systems.

All messages between the Savant and enterprise 
applications will normally be SOAP/RPC Web Services. 
There are two types of message channel:

• Control Channel – The control channel carries 
requests and responses issued and received 
by an enterprise application.

• Notification Channel – The notification channel 
supports delivery of Savant messages derived 
from asynchronous tag reads or other events, 
without the enterprise application needing to poll.

The Savant specification defines a number of processing 
modules. There are two “required” modules:

autoid.core – a minimal set of API commands to 
manage the Savant – allow applications to learn identity 
information from a Savant, what processing modules are 
available and basic management functions.

autoid.proxy – a minimal set of API commands that 
allow external applications to inquire what readers are 
connected and configured.

and a number of “optional” modules which are not 
specified at this time, including:

• ONS access

• EPC access

• application events

• event management

• task management

• real time in-memory database.

1 EPCglobal http://www.epcglobalinc.org/

The purpose of the core part of the physical 
markup-language (PML Core) is to provide a 
standardized format for the exchange of the 
data captured by the sensors in an Auto-ID 
infrastructure, e.g. RFID readers. PML Core 
provides a set of schemas that define the 
interchange format for the transmission of the 
data values captured. These data entities might 
be accessed directly from the sensor, or from 
data routers and data stores such as the Savant 
or the EPC Information Service that distribute the 
captured data.

EPCglobal PML Core Specification 1.0

ht tp : //w w w.epcgloba l inc.org /s tandards_
t e c h n o l o g y / S e c u r e / v 1 . 0 / P M L _ C o r e _
Specification_v1.0.pdf
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Types of RFID
There are two quite different forms of RFID tag, powered 
and unpowered, which enable active and passive 
behaviors respectively. These two quite different forms 
of tag enable quite different capabilities and have a 
significant impact on cost.

• Passive RFID – An unpowered tag. Reflects 
energy from the reader or absorbs and 
temporarily stores a very small amount of 
energy from the reader’s signal to generate its 
own quick response. Passive RFID operation 
requires very strong signals from the reader, 
and the signal strength returned from the tag 
is constrained to very low levels by the limited 

energy – hence this type of tag is cheap, but 
has limited range. Most appropriate for high 
volume FMCG supply chain applications.

• Active RFID – A powered tag. Continuously 
powered and capable of generating high-
level signals back to the reader, driven from 
its internal power source, enabling higher 
communication range and multi-tag collection 
capability, ability to add sensors and data 
logging, and many other functional parameters. 
For example tracking rail cars.

ConnecTerra Inc Uses the Savant standard, also provides a platform for companies to build, deploy, and manage RFID 
applications, with features for managing data-security and integration issues.
www.connecterra.com

Progress Software 
Corp

Savant-compliant version of ObjectStore database as a repository for RFID data
www.objectstore.net

GenuOne TraceGuard – platform that facilitates end to end visibility and security throughout a supply chain. Modules are 
Mark, Pack, Ship, Return and Inquire.
www.genuone.com

GlobeRanger iMotion platform – framework (components and methodology) for development of RDIF solutions.
http://www.globeranger.com/rfidcapabilities.shtml

IBM Integration services based on WebSphere Business Integrator and DB2 Information Integrator with single 
database query returning RFID based data
http://www-1.ibm.com/industries/wireless/doc/content/news/pressrelease/945904204.html

OatSystems Senseware Platform – collects data from leading RFID hardware devices, turns that data into intelligent and 
actionable business objects,
Senseware Edge Visibility Server – visibility into and control over the flow of goods through a facility. Includes 
rules-based workflow and exception management
http://www.oatsystems.com/

Oracle Extensions to Oracle database and app server that talk to RFID readers

SAP SAP Auto-ID Infrastructure (part of NetWeaver application and integration platform) integrates automated 
communication and sensing devices including RFID readers and printers, Bluetooth devices, embedded 
systems, and bar-code devices; integrates intelligent controls such as programmable language controls and 
Savant technologies, ensuring comprehensive device integration.
http://www.sap.com/solutions/netweaver/autoidinfrastructure.asp

Sun Microsystems Java compliant middleware to Savant standard

Table 2: Example RFID Middleware Vendors and Products
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Section 2 –
Business Application
RFID is not just an interesting 
technology, it is deployed to improve 
existing business processes and or 
provide new capabilities. RFID is therefore a key part of 
process improvement actions.

So what can you do with business process interoperability 
with the physical world? Many of the early applications 
are in the supply chain area and in Figure 3 we illustrate a 
simple example of an RFID application automating back 
to back supplier/customer processes around shipping 
and receiving using BPEL protocols.

A supplier implements status tracking information 
using RFID tags on pallets and readers at the shipping 
bay, to automate the recording of goods shipped. The 
RFID middleware is configured to record the event 
and create a message goodshippedMessage to 
the supplier’s enterprise application. This message 
sent to the port confirmshipmentPT invokes the 
operation confirmshipment which sends a message 
to the customer port confirmshipmentPT. When 
the goods are received at the customer premises, the 

tag is again read and registered 
by the RFID middleware, which 
notifies the event by sending the 
message goodsreceivedMessage 
to the port confirmreceiptPT 

which invokes the operation 
confirmreceipt, which sends a message to the supplier 
port confirmreceiptPT which invokes the operation 
generate invoice.

In this way we can quite simply automate the entire 
process such that the physical shipment of the goods 
is notified automatically to the supplier and customer 
processes. Whereas Bar Code technologies require 
operator intervention, the RFID application is entirely 
automated, and there is validation of the shipping and 
receiving locations from the registered configuration 
of the reader. The customer has immediate visibility of 
the change of status, and physical receipt of the goods 
triggers a confirmation to the supplier which triggers 
the production of the invoice. It could also be used for 
completing a long running transaction and for security 
tracking of high value goods.

Figure 3: Automating Shipping and Receiving

RFID implementation is 
not without complexity
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We can generalize this into a number of areas of potential 
business benefit:

• Effective control of assets

• Improved information quality

• Automation of business functions

• Straight through processing

• Integration of practices at dispersed operations

This is one simple example of how RFID can be used to 
improve a commonly used business processes. In Table 
3 we provide a summary of application areas and types 
of application where there is significant RFID adoption.

Patterns and Practices
It’s important to look at the middleware requirements 
not just as an additional layer that sits between existing 
middleware and the physical layer, but as a system for 
presenting accurate business information to the enterprise 
application(s). What becomes clear very quickly is that 
sophisticated RFID applications require pretty much the 
same level of management and rules application as Web 
Services. Further there are powerful arguments for raising 
the level of abstraction wherever possible including:

1. current lack of RFID standardization;

2. minimizing the physical data storage and read 
write is sensible because it reduces costs 

Application Area Type of Application

Inventory Control Fully automated shipping and receiving

Real time inventory

Real time to generate receiving documents

Real time to generate shipping documents

Automatically order products that are low in inventory

Asset visibility

Real time marketing information about different brands of products 

Container/Pallet Tracking Identify and keep track of goods that are located within range of a reader

Active tags can be programmed with contents and assigned locations and then placed on containers 
and pallets that are stored in a warehouse

Additional information can be collected and added to the RFID tags as the pallets move through the 
warehouse.

ID Badges and Access Control Hands-free access control

Real time security – access control system can report any unauthorized access and issue an alert to 
the host software. In addition, it can be used to trigger cameras and video recorders in order to capture 
unauthorized or authorized access in real-time. 

Equipment/Personnel/Animal 
Tracking

Tags can be attached to the ID bracelets of all hospital patients, or just patients requiring special 
attention, so their location can be tracked continuously. Provide an electronic link for wirelessly 
communicating patient data.

Tagging of valuable breeding stock, laboratory animals involved in lengthy and expensive research 
projects, meat and dairy animals, wildlife, and even prized companion animals to address identification, 
compliance and traceability issues

Product Tracking through 
Manufacturing and Assembly 

Track and record in-process assembly information into the RFID tag as an item progresses along an 
assembly line; automatically update inventory status and customer order tracking information 

Table 3: Example Business Applications
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2 Data Quality for SOA http://www.cbdiforum.com/secure/interact/2003–05/soa.php3

(of tags) but more importantly it brings the 
data manipulation to the logical level, where 
comparisons and checks can easily be made 
with prior and or collaborative transactions.

The general advice, illustrated in Figure 4, is to 
implement the RFID specific layer with functionality that 
is specifically concerned with creating data that can be 
manipulated by the business middleware layer, in terms 
of basic quality, aggregation and filtering functions. It 
should be a high priority to avoid placing (real) business 
rules in the physical RFID middleware layer, as well as 
generalizing automated identity services.

This also suggests that the Web Services management 
layer will also be the primary place for managing routing, 
transformation, monitoring and logging (of the business 
transaction).

Data Validation

With Web Services we recognized that we would have 
new challenges in ensuring data integrity, particularly 
with increased dependence on third parties to supply 

data. With RFID sourced data the problem becomes 
much more acute. There are numerous areas of concern 
that may cause inadequate data quality such as:

• Incorrect GPS location

• Compromised, defective or damaged RFID tags

• White noise and radio frequency interference

• Incorrect coding of configuration data (mapping 
of physical to logical locations/products/item 
numbers

• Compromised security

We therefore have (at least) three additional tasks here:

3. To identify the defective data

4. To execute business rules covering this 
situation (ignore, re-read, estimate etc)

5. To initiate follow-up action to establish the 
cause of the problem and rectify/replace.

Figure 4: Functionality Layers
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This situation is actually very similar to aspects of credit 
card processing, where flags are set to signal possible 
fraudulent activities. A rating system might be employed 
to detect bad data from the tags and to either re-program 
them remotely or shut them down. Either way, there’s 
going to be some form of data warehouse for transponder 
and reader performance monitoring in place.

In our report on data quality in Web Services2 we 
suggested there is a need for additional data checks 
to be carried out at the instance and aggregate level. It 
seems the patterns we identified for Web Services are 
entirely relevant to RFID. In Table 4 we extend the original 
table to include some RFID concerns.

Business Intelligence

In our work on Web Services practices we have 
provided guidance on real time business intelligence3 
and the opportunity to establish closed loop business 
intelligence as an integral component of the business 
process. Not only do alerts allow immediate feedback 
or abnormal events, decisions can be made according 
to preset business rules to take actions such as change 

price, alter channel, etc, With RFID we can go a stage 
further and include a physical control loop. This might 
be relevant in automated warehousing, container storage 
systems, production line systems, security systems etc.

Rules based systems will become widely used in 
physical situations. We note WhereSoft, a Santa Clara, 
California company is shipping a product that tracks the 
location of everything from shopping carts to shipping 
containers. The product called Yard is targeted at 
deconsolidators – companies that take imported 
cargo typically brought in by container ships, break it 
down, and send out the contents across the country 
to domestic warehouses and regional distribution 
centers. WhereSoft is transitioning location-based 
data from tracking to resource management by using 
a rules engine along with the real-time location system. 
The yard management application allows for more 
automated resource management by using business 
rules to determine where drivers park the containers 
brought in from the docks, to match door assignment 
rules to the container, and to insure that a trailer can 
leave the yard using checkout rules.

Instance Level
Individual data item or 

transaction

Aggregate Level
Data set or data source

Coherence – Internal consistency and 
completeness

Single item conforms to internal 
completeness and consistency rules.

Data set has expected levels of internal 
error and statistical variation.

Correspondence – Compatible with other 
sources, reliable.

Single item compatible with information 
from elsewhere

Data set has expected levels of individual 
reliability. Data set is complete – no missing 
items.
Data set proves to be a statistically valid 
sample of some larger population.

Consistent – compatible with previous 
information 

Item compatible with prior status – count, 
location etc

Data set compatible with prior status.

Identity / Independence – Excessive 
duplication between items or across 
multiple sources may reduce the value of 
data. Replication of error, and the presence 
of data seeds may provide evidence of 
information abuse.

Each instance is unique.
Item is not a recognized seed.

Each error is unique. Detected seeds below 
threshold of acceptability.

Table 4: Types of RFID Data Validation Checks Required

3 Web Services To Improve Business Intelligence http://www.cbdiforum.com/secure/interact/2003–06/bi.php3
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Security and Trust

In the rush to RFID, security and privacy issues got little 
attention, but recently there has been much more focus 
as implementations drive real world issues. At its most 
basic, early RFID technologies had no mechanisms to 
prevent unwanted scanning and tracking of people and 
goods. We note for example RSA security has announced 
a prototype of a blocker tag which is designed to enforce 
privacy. When fully developed, the Blocker Tag will work 
by “spamming” any RFID reader that 
attempts to scan tags without the 
right authorization, thereby creating 
a hostile environment for the reader.

RSA demonstrate a research 
scenario where customers entering 
a pharmacy fill out mock prescription 
forms and select a “medication” 
type. The medications are provided 
in a prescription bottle bearing a 
RFID tag. This serves a dual purpose 
of linking the RFID tag to a specific 
customer record, and also recording 
that the bottle has been purchased 
and therefore should not trigger theft-
control systems in the pharmacy.

Upon checkout, the pharmacist provides customers 
with special paper “blocker bags” for their purchases. 
These bags carry a demonstration version of the RSA 
Blocker Tag to help shield their contents from unwanted 
scanning and secure consumers’ private information. 
When a bottle is in the blocker bag, it benefits from 
shielding against the RFID readers in the Pharmacy. 
When a bottle is removed from the blocker bag, it may be 
successfully scanned to execute an easy and convenient 
“prescription” refill.

The immature status of RFID security is however 
obvious and there is much work to be done. For example 
enterprises will need to establish privacy policies that 
protect their consumers, for example:

• Inform consumers about products containing 
RFID chips by clearly labeling them,

• Provide consumers or purchasers with rights 
and mechanisms to permanently disable tags 
upon purchase.

• Provide consumers and or purchasers with 
information collected about them via RFID 
tracking systems

We might also observe that some of the public concerns 
over privacy might be overcome if the industry promoted 
more strongly the benefits of RFID to the end consumer, 
as opposed to the retailer/supplier. For example books 
or multimedia items that automate cataloging, or the car 

that automatically tells the pump which 
type of gas/petrol to dispense.

Service Design

RFID provides the real time tracking 
and Web Services provide the 
technology neutral management and 
cross enterprise integration. If an 
enterprise was delaying aggressive 
rollout of Web Services, RFID is likely 
to be a powerful argument for moving 
more rapidly. The major wholesalers 
and retailers such as Wal-Mart are 
moving aggressively down this track 
and others will be forced to follow.

The issues for Web Service design are:

• support the high volumes that RFID will 
generate. For example consider the traffic 
volumes generated by a typical pallet contents 
containing say 10,000 consumer items, each 
with a tag. There are still many concerns over 
the performance of XML Web Services and 
RFID volumes are going to concentrate the 
vendors on this issue.

• strengthen pre-condition checking – we have 
discussed data quality above, the issues of 
dealing with third parties with Web Services 
and the potential for even lower data quality 
sourced from RFID. We have discussed in 
earlier reports the requirement for pre and post 
conditional checking services, that ensure 
transactional integrity, and we think this pattern 
will become de facto standard practice.

• federate designs to allow for multiple 
concurrent channels. To create finer grained 
services that support the RFID specific 

The potential applications 
for RFID are very varied 
and while early attention 
is all on the supply chain, 
we can anticipate a huge 
range of possibilities that 

will be attractive and 
increasingly economic
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functionality, which can be used (orchestrated) 
in conjunction with generalized services.

• generalize designs that support multiple 
contexts, allowing RFID, barcode and manual 
data to coexist; use the differentiated service 
pattern wherever possible.

Conclusions
RFID as a technology and business solution is still very 
immature. There is little sensible security, privacy issues 
need to be solved to create consumer confidence, 
and the platform technologies need more advanced 
functionality that supports quality and performance. 
These will come and by mid 2005 this is going to be a 
major market driver.

The potential applications for RFID are very varied 
and while early attention is all on the supply chain, 
we can anticipate a huge range of possibilities that 
will be attractive and increasingly economic. We look 
forward to being able to tag our laptop computers and 
other personal possessions, so that we are alerted for 
example to someone attempting to steal them at the 
airport check-in or hotel lobby. And while we are on the 
subject of airports and airlines, how about using RFID to 
managing the identity, location and security of checked 

in baggage. We noted the Nokia plans to provide RFID 
enabled functions on the mobile phone to improve 
usability, surely improving basic phone security would 
be a better place to start.

But the reality is that many of these interesting applications 
will be for the future. Right now cost reduction and 
quality improvement with relatively simple architectures 
is going to be a significant challenge; because RFID 
implementation is not without complexity. There’s much 
more to RFID than slapping on a physical layer API. Not 
surprisingly all the attention right now on RFID is on the 
physical and edge technologies. In this report we have 
focused on the need to architect and design middleware 
and applications in a manner that there is consistency 
across the business systems architecture. It is really 
important that implementations avoid spreading business 
rules and infrastructure services all across the stack; for 
example duplicating essential functions such as logging 
and monitoring. These should be concentrated in one 
place, and optimized for volume expectations.

References
EPCglobal Savant specification
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Secure/v1.0/WD-savant-1_0–20030911.doc
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Business-Driven SOA
Supply/Demand oriented SOA architecture – driving the SOA 
from a business perspective

Many organizations are now undertaking development of service 
oriented architectures, but the probability is that most will result 
in sub-optimal implementation. Most organizations will focus on a 
smaller set of objectives than they ought to, because they are overly 
influenced by technical concerns, and not sufficiently focused on 
the business service view. In this report we provide explicit process 
guidance on how to develop the right SOA for your business.

Introduction

Problem Statement

Everyday practice is that projects take the easy way out – addressing a smaller 
set of objectives because it is too difficult to do the job properly. We observe 
many organizations now undertaking development of service oriented 
architectures, but the probability is that most will result in sub-optimal 
implementation because the relationship to the business requirements is not 
fully understood or communicated. Consequently business management will 
not see the value of the SOA.

Popular application packages claim to be SOA-friendly, but in many cases 
their web service interfaces simply expose the inherent inflexibility of the 
coding within.

There are many organizations that want to do SOA, but are stuck in the False 
Start position, as shown in Figure 1. Once you can break into the Upward 
Spiral (also Figure 1), the benefits of SOA reinforce themselves. But how 
to get there? This is a question of organizational change, and above all a 
question of IT governance – introducing a form of governance appropriate 
to SOA.

Example
Here’s a hypothetical example of what very commonly goes wrong with the 
reuse agenda. Let’s suppose a project is building some new functionality, 
and needs to reference some employee context. Employee context is the 
responsibility of Human Resources (HR). In an SOA world, HR would ideally 
provide this context as a service. Furthermore, HR would have regard for 
its own economies of scale in providing this and similar services across the 
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enterprise, and would establish this service at a level 
of generalization and abstraction that balances the 
immediate needs of the project requesting this service 
against the future needs of other parts of the company. 
This is what software engineers call reuse. See Box 1.

Fat chance. HR doesn’t have the responsibility or the IT 
resource to do anything useful at all. Instead, the project 

that wants employee data has to go get it itself. This 
means either playing around with the HR applications 
(perhaps using screenscraping to avoid messing up 
the application code) or going straight into the HR 
database.

Figure 1: Upwards Spiral vs False Start 

Reuse Use

Reuse is a software engineering metric – it refers to some notional 
saving in software development effort.

If a component or service is called n times by other components 
and services, this gives a reuse factor of n (or possibly n-1).

If a service is accessed in many different ways, this gives a higher 
reuse factor than if it is only accessed through a single channel.

Multiple routes to a single service may increase adaptability, or it 
may increase complexity. Achieving reuse simply by multiplying 
the routes to a given service does not always deliver real business 
benefit.

Use is a business metric – it refers to the economics of scale and 
scope in utilizing a common resource.

If a service is invoked n million times a month, it doesn’t make any 
difference to the economics of scale whether the requests come 
through a single channel or many different channels.

Counting use rather than reuse gives us a much better measure of 
the business value extracted from a given resource.

Box 1 Reuse or Use?
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One result of this is that HR, despite being the formal owner 
of the employee data, is disconnected from many of the 
business processes that use and interpret the employee 
data. Data ownership becomes simply the administrative 
responsibility of populating a database and passively 
making it available, with little opportunity to monitor and 
control the appropriate use of the data. Furthermore, HR 
cannot then make any real changes to the employee data 
without affecting dozens of applications – and it may not 
even know what they all are.

If the HR function uses a well-known application package, 
we might think the situation would be better. Doesn’t the 
latest version of the package promise full web-service 
enablement? And surely this means that whatever we 
want is already rendered as a web service?

Fat chance again. The package offers a limited range 
of interfaces. You may have to extract more data than 
you need (perhaps using multiple interfaces into multiple 
systems) and then process it in some complex way. 
You may have to try and make do with some data that 
are not quite what you want – and this may impair the 
effectiveness of the business process.

Meanwhile the application project is driven by the 
need to deliver a solution, and does not have spare 
resource to produce anything that is likely to be much 
use elsewhere. In some IT organizations, there may be a 
special group of developers who take certain pieces of 
development away from the solution delivery project and 
turn them into reusable assets. This may be done either 
preemptively (with reusable assets identified through the 
architecture function) or retrospectively (with reusable 
assets identified through harvesting).

From a use/reuse point of view, that’s probably better 
than nothing – but it doesn’t give us the necessary 
alignment between the production of data (HR) and the 
consumption of data (business process).

Meanwhile, there are some applications that reference 
employees – but it turns out that the full requirement 
is for a superset of employee – perhaps including 
temporary staff, staff of business partners, and other 
associates. These are maintained in separate data 
stores, not integrated into the main employee database. 
Thus an application providing office equipment may take 
a service request from any person legitimately working in 
the office – but should not need to know the exact status 
of the requestor, merely that the request is legitimate.

Ultimately, the right place for building and maintaining 
the HR service is HR itself. It is always the business that 
should be responsible for providing the service. If this 
service needs an IT implementation, the HR department 
may request an implementation service from the IT 
department, or from an external IT supplier.

When another department needs this HR service, the 
first contacts would always first be on business level, to 
agree quality of service, resources and other business 
issues. Then an IT connection service can be invoked 
(either by the providing department or by the consuming 
department) to make the necessary links at the IT level.

In the short term we may expect this linking to involve 
human intervention. While there are some increasingly 
sophisticated tools that support web service 
orchestration, these are at present only really suitable 
for use by IT personnel. However, there is clearly an 
expectation that this linking will evolve towards the 
automatic, especially for simple cases.

Business Organization Transformation 
through SOA
In this hypothetical example, we saw how the HR function 
was effectively disenfranchised from its own business 
data, and reduced (at least in this area) to playing a fairly 
bureaucratic administration role. This organizational 
pattern is typically found not just in HR but all over the 
large organization.

As Table 1 indicates, there is a parallel between the 
software problem of legacy and the organizational 
problem of bureaucracy. Business-driven SOA allows us 
to tackle either or both.

To see how this transformation works, let’s continue with 
the HR example. If we take an architectural look at the 
HR function, we may see a variety of activities and other 
stuff – some of it meaningful and important, but perhaps 
some of it fragmented and bureaucratic.

One of the services that HR typically provides to the rest 
of the organization is recruitment. There may be different 
variants of this service – from the succession planning 
for a new CEO at one end to the annual recruitment of 
new trainees or the adhoc recruitment of temporary staff 
and subcontractors – but we may assume that there are 
at least some common elements.
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This is a complex service that may run over an extended 
period (perhaps months) and may be decomposed 
into smaller services (e.g. multiple interviews with 
multiple candidates for multiple vacancies). While the 
line manager may act as the primary consumer of 
the recruitment service, the line manager may herself 
provide subordinate services (such as job specification 
and interviewing) as part of the orchestration of the 
recruitment as a whole service.

Let’s assume that HR is responsible for the whole 
recruitment service, and for the composition of this 
service from its composite parts, although the composite 
parts may be delegated to the line manager, or to external 
service providers (e.g. the recruitment agency).

But in some organizations, the HR function merely acts 
as an optional communication channel between the 
line manager and the recruitment agency, which line 
managers often bypass. The administrative work of HR 
is done by software packages, or by an external payroll 
bureau. There may be some expertise, but it is rarely 
if ever called upon. There may be some recruitment 
policies (including compliance with certain procedures), 
which HR tries vainly to enforce.

More generally, as we have seen, the HR function 
has abstract responsibility for managing employee 
relationships, including the holding of employee data to 
support a range of business processes, and overseeing 
a range of employment functions. In these areas, HR 
may be regarded as performing a series of governance 
services, responsible (among other things) for protecting 
the employee against unfair or arbitrary treatment, and 
protecting the company from employment tribunals and 
other legal action.

In many organizations, HR responsibility is increasingly 
pushed out to line management, leaving the HR 
department more than ever in an indirect supervisory 

capacity – orchestrating procedures and monitoring 
compliance.

Orchestration and compliance are of course both classic 
SOA stuff. But these alone possibly don’t constitute 
a sufficient justification for a separate Head Office 
department with its own seat on the Board – since they 
could reasonably be lumped together with a range of 
other internal audit and compliance functions.

The key SOA design principle here is that an organizational 
unit has to reflect a coherent chunk of service capability, 
and encapsulate some complexity (separation of 
concerns) on behalf of the rest of the enterprise.

So SOA business design tells us both whether HR has 
any meaningful coherence, and if so what its scope 
should be. This is based on a clustering of activity, 
capability and assets – or more generically, a clustering 
of practice and knowledge.

In the case of HR, the most likely clustering is one that is 
centered around a single key business resource – initially 
identified as “the employee”. By stepwise generalization, 
this may be extended to other categories of individual 
stakeholder, such as temporary staff, staff of business 
partners (who may be treated as employees for some 
purposes, including office space and access), and 
other associates. It may also include pensioners and 
their families. But where do we stop? Do we include 
shareholders, customers, and journalists? The answer to 
that question should come not from an abstract notion of 
generalization, but from a detailed and grounded look at 
the clustering of actual business processes associated 
with each category of person.

In other words, the clustering for this organizational 
function may be entity-based, as in this example, with 
a set of business processes that manage the lifecycle 
of a given entity. The appropriate scope of the entity 

Software Business

Legacy Systems Bureaucratic Organization Inflexible, Unresponsive
Possibly based on a historical attempt to make something automatic and 
efficient, but now perceived negatively.

Adaptable Systems Agile Organization Flexible. Smart. “On-Demand”

Table 1: SOA-Driven Change
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is discovered through supporting a broad range of 
business processes, and by aligning the function as 
closely as possible to these business processes.

Not all organizational clustering will be entity-based, 
however. A sales management function will be centered 
around a coherent set of sales processes. Clustering 
here may address such issues as whether product 
customization and configuration should belong to the 
sales process or to the delivery process.

Where it gets even more interesting is where a 
responsibility is seemingly pulled into two different 
clusters. For example, one important overlap between 
the sales function and the HR function is in the matter of 
sales commission payable to individual sales executives. 
This has important implications for the achievement 
both of HR objectives (recruitment and retention of 
sales executives) and of sales management objectives 
(motivating and rewarding the attainment of sales 
targets) – and there is potentially a conflict between 
these two objectives. A higher-order process is required, 
which will moderate between the HR process and the 
sales management process.

There are lots of organizational design issues here that 
barely touch on IT itself, although they may be strongly 
influenced by the opportunities SOA provides at the IT 
level for simplifying administration, communication and 
supervision. In turn, when we are designing IT services 
to support the HR function, we may be influenced by the 
opportunities for radical organization redesign afforded 
by SOA, and ensuring that the IT services support the 
underlying business process, rather than the current 
organization structure.

A New Theory of Service-Based Design
The architect Christopher Alexander has had an 
enormous influence on software engineering for many 
decades. His first book “Notes on the Synthesis of Form” 
was referenced by the structured methods gurus of the 
1970s, and his later work on design patterns has inspired 
a wealth of activity.

In 1987, Alexander and a few colleagues published an 
account of a design experiment under the title “A New 
Theory of Urban Design”. This book shows how order can 

be created without top-down planning, by a governance 
process that imposes some simple structural principles 
on all design activity.

There are some strong analogies between town planning 
and service-oriented architecture1, which make it 
reasonable to translate Alexander’s governance process 
into the SOA domain.

1. The distribution of design. Detailed 
design decisions are taken within different 
organizations, each following its own agenda 
(e.g. commercial or political goals).

2. The constancy of change. Elements of the 
whole are constantly being redesigned and 
reconfigured, and new elements are constantly 
being added. Structures must evolve in robust 
ways.

3. The need for progressive improvement. Each 
design increment should not only make local 
improvements, but should have a positive effect 
on the whole.

4. The recursive nature of the architecture. Similar 
design tasks must be carried out at different 
scales (levels of granularity).

Alexander formulates the following highly generalized 
principle: “Each new act of construction must create a 
continuous structure of wholes around itself.” Alexander 
then spells out what is meant by the word “whole” in an 
architectural context. One of the key consequences of 
his notion of wholeness is that a designer tasked with 
constructing something of scale X must pay attention to 
three scales – larger than X, same as X, and smaller than 
X. Part of the governance process is to ensure that there 
is a reasonable balance of projects of different scales.

Following Alexander, SOA designers need to be aware of 
the following three design rules.

1. Each service should contribute to some larger-
scale “whole” service.

2. Each service should have clean boundaries with 
other services of the same scale as itself.

3. Each service should be supported by a series 
of smaller-scale services.

1 For a comparison between urban planning and IT, see Pat Helland, Metropolis, in Microsoft Architects Journal, April 2004. http://msdn.microsoft.com/
architecture/journal
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Service Type Basis of Symmetry
Entity-Based Life-Cycle–including all events that alter the identity or status of the entity

Process-Based Closed Feedback Loop–including all activities that establish stability / equilibrium between independent 
elements.

Rule-Based Open Learning Loop–including all activities that allow the rule/policy to be reviewed and improved

Table 2: Rotational Symmetry

Wholeness can be understood in terms of rotational 
symmetry, as shown in Table 2.

Let’s now look at the HR example in the light of this 
service-centric process.

In this incremental improvement, we have strengthened 
(by simplifying) the lifecycle of EMPLOYEE, created 

a lifecycle for CONTRACTOR (with specific reference 
to events that affect the status of contractors), and 
started to build a larger supertype OFFICE WORKER. 
The lifecycle of contractor can now be understood as an 
intersection between the local lifecycle of CONTRACT 
and the remote lifecycle of EMPLOYMENT within the 
contractor’s own systems.

Figure 2: Incremental Improvement of HR-related Services
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Each of these services may use smaller services, and 
contributes to larger services. The office equipment 
service is linked in turn to a series of business processes 
that require office services.

The ultimate touchstone of service wholeness is the 
business process. Our SOA design process is both 
service-centric and business-process-oriented. It 
allows SOA structures to be evolved incrementally, 
through SOA design and SOA governance.

Scope of SOA Governance
In a true SOA world, the supply/demand relationship is a 
dynamic one, and we should be wary of institutionalizing 
this into a fixed twin-track organization. In order to 
maintain true adaptability, we have to have a form of 
SOA governance that is itself adaptable.

Governance is not just about planning. (Governance that 
focuses on planning and neglects the rest of the life-
cycle is sometimes referred to as “govern-once”.)

Step Status Consequences

1 The office equipment application obtains employee data direct 
from the employee database.

The office equipment application is given direct access to 
employee data.
This means it has to be subject to higher levels of privacy and 
security protection than it otherwise needs.
And it is affected by any local changes in the HR database 
systems.

The mechanism for providing office equipment services to 
non-employees is not properly defined.

Provision of services to non-employees is adhoc and often 
inconsistent. Sometimes non-employees get a better service 
than employees, sometimes they don’t get any service at all.
In a few cases, non-employees have been added to the HR 
employee database, with status codes to denote that they 
are not real employees. This makes the HR systems more 
complex. There is a risk of processing error if HR applications 
fail to check the status code properly.

2 An employee context service is introduced, to shield the office 
equipment service from the HR database.
This initially gets data direct from the HR database. When 
appropriate web services are provided by HR systems, these 
will be used instead.

This service can then be used by other applications/services 
as well, thus gradually reducing the number of applications/
services with direct access to the HR database.

3 An equivalent service is created for establishing Contractor 
Context.
This initially gets its data from a local file of approved 
contractors.

We can now clean the non-employees out of the HR database, 
which makes it simpler and more reliable.
The contractor context service allows a range of office 
services to be provided to contractors in a consistent and 
controlled way.

4 The Contractor Context service now gets its data by remote 
access to the contractor’s systems.

This means that if a member of contracting staff changes 
employment status with the contracting company, this can be 
immediately reflected in office services.

Table 3: Incremental Improvement
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Software Governance

Coordinating software development, acquisition and (re)use across 
internal and external domains to achieve maximum agility and 
economics of scale/scope.

Monitoring the technical performance of software services, 
including security.

Business Governance

Coordinating business development, negotiation and collaboration 
across internal and external organizations, including trust.

Monitoring the business performance of services, including ROI.

Service Governance

Aligning software governance with business governance.

Figure 4: Roadmap for SOA Governance

Figure 3



22 CBDI JOURNAL © CBDI Forum Limited, May 2004

Business Driven SOA continued . . .

CBDI JOURNAL © CBDI Forum Limited, May 2004 23

And governance is not just about the inhouse IT function 
– although that’s an obvious place for the CIO to start 
– get your own house in order, before tackling broader 
governance issues. A broader framework for governance 
is shown in Figure 3.

Roadmap
The roadmap for SOA governance is in several steps. In 
step one, SOA Governance is primarily a matter for the IT 
organization inside a single enterprise. In the final (more 
radical) step, SOA Governance extends beyond IT, and 
beyond the boundaries of a single enterprise. There are 
two alternative paths, as shown in Figure 4 you can go 
up and then across, or across and then up.

Thus in the HR example, we saw how HR services may 
be managed. In step one, HR services are managed 
by some HR team within IT, representing the HR 

organization. At a later stage, HR services are managed 
directly by the HR organization, calling upon services 
from IT as required.

At this point, the design of the whole enterprise, as well 
as its relationships with the outside world can now be 
organized along SOA principles.

However, most organizations will not be willing to take 
this more radical step until the earlier steps have been 
mastered – perhaps several years hence. However, there 
will be some organizations that may be forced to broaden 
the scope of SOA Governance much sooner than this.
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COMMENTARY – BUSINESS ADAPTABILITY – THE HOLY GRAIL

The industry giants have been using adjectives like agile, adaptive and on demand for a couple of years. The question 
is, are they delivering, and how will we know when they do?

This week we note (IBM Chairman and CEO) Sam Palmisano has been preaching (sic) open standards at the IBM 
Partnerworld event as the critical element in delivering IBM’s on-demand vision of standards-based IT flexibility. He 
commented that on-demand computing isn’t one thing; it’s a combination of approaches to address what IBM sees as 
a fundamental change in how the IT industry operates. He said, “Every industry that’s matured has adopted standards. 
The IT industry is a young industry maturing into adopting standards,” he said. “You have to have standards. You have 
to. It’s the only way to solve the very great, very important, complex problems.”

BUT WHAT’S THIS GOT TO DO WITH STANDARDS?

Sadly the subject of agility has been adopted by the industry marketeers. The inevitable result is lots of noise and 
confusion, and little real understanding, let alone precision.

BUT WHAT IS AGILITY, ADAPTABILITY OR ON-DEMAND?

AND

HOW DO I KNOW HOW AGILE A BUSINESS IS?

A recent survey of Fortune 500 companies indicated that over 80% had altered their business model in a given two-
year period. Two thirds of these – roughly half of the total respondents – claimed that this business change had been 
constrained by inflexible IT.

In a survey by IBM Business Consulting Services, 90% of CEOs expect to transform their enterprise to become more 
responsive, particularly to customer demand, within the next five years. More than half expect to be engaged in 
significant company-wide transformation initiatives within two years.

Within the IT industry we can compare the current interest in adaptability with the pursuit of productivity. For many years, 
the primary issue for IT management, and thus the primary focus for methods and tool vendors, was IT development 
productivity. But as many know to their cost, actions that increase productivity generally reduce quality, and almost 
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inevitably reduce adaptability. We might usefully remind ourselves of this by changing the meaning of RAD to Reduced 
Adaptability Development.

Managing adaptability as a target for improvement involves at least as many challenges as managing productivity 
– probably far more. We are still a long way from any recognizable metric of adaptability, we don’t really know exactly 
how business adaptability is related to IT adaptability.

This is the key issue. If you set out to do anything in business without specific targets and measures, you will a) not 
know whether you are successful or unsuccessful, and b) most likely never bother investing properly in the first place 
because you don’t know what the future business value might be.

In the February CBDI Journal we develop these ideas. We make a number of recommendations as follows: 

Recommendation 1: The software industry must develop a body of evidence that SOA delivers on the promise of 
adaptability. We think it reasonable to demand that meaningful data be available within a 2-3 year timescale. This 
requires a common view on the measurement of adaptability, and some collaborative effort in the systematic collection 
and analysis of relevant data. 

Recommendation 2 : SOA architects and developers must have a clear understanding of the specific requirements for 
adaptability. There are different modes of adaptability, linked with business value in different ways. Each organization 
places business value on different aspects of adaptability. There is no simple “one size fits all” approach. 

Recommendation 3: SOA solutions must be specifically designed for adaptability. Adaptability doesn’t come 
automatically with loose coupling, but requires attention to the types of adaptability that have genuine business value, 
and to the adaptation processes that make the potential a reality. There are many design styles and patterns in the public 
domain that are thought to contribute in some way to adaptability. However, there is little systematic guidance on the 
precise contribution of these styles and patterns to specific requirements for adaptability. 

Recommendation 4: In SOA design, model generalization/specialization using Web Service composition rather than 
OO mechanisms such as inheritance and extension. 

OO-style inheritance (and use case extensions) typically results in spaghetti. In contrast to the OO approach, the 
service-oriented approach involves encapsulating the generic requirements in separate components/services – which 
may be invoked in multiple contexts. This allows us to decouple the generic requirements from the context-specific 
requirements. 

Recommendation 5: When designing for adaptability, we need to develop an outline design of the adaptation process. 
As we look at the loosely-coupled service-based business, human orchestration will be required to formulate and deliver 
a collective response to changing demand. As a first approximation, we may regard this as similar to the orchestration 
of software processes. However, there is a lot more work to do in this area – thinking as well as tool-building – before 
we are able to achieve the full potential. 

Recommendation 6: Change in loosely coupled organization requires a new change management approach. The 
service-based business typically involves more open, federated organizations, which call for a different change 
management approach. 

CONCLUSIONS 

We welcome the industry giants painting a vision of where we need to go to deliver more responsive business systems 
and services. We also welcome the pressure to deliver the necessary standards that form the critical foundations for this 
revolution in how we deliver IT services. However we do ask that they stop talking in generalizations and get MUCH more 
specific about exactly what they mean when they use words like adaptability, agility and on-demand. We need to hold 
the industry giants to account and get them to invest in a) establishing nomenclature and measurement systems that 
allow us to understand how their products and services will allow enterprises to deliver particular benefits, b) delivering 
practices and technologies that enable delivery and c) creating the evidence that demonstrates this is a good business 
investment. 

http://www.cbdiforum.com/public/news/index.php3?id=1372
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Open Source Web 
Services

Whilst IBM and Microsoft continue to generate interest in Web 
Services on their platforms and tools, there’s a whole new world 
developing in open source support. In this report we look at what the 
options are and why you might adopt the open source approach.

Open Source Black Box Web Services?
If much of the ethos of the open source movement is about being to be able 
to inspect the source code, and improve on it where necessary, then the idea 
of a using a service that encapsulates and hides the implementation sounds 
contradictory.

Web Services start with the same premise of openness. Everything you 
need to know about a Web Service in order to use it should be available 
for inspection via the various Web Service Protocols. Except of course the 
service requestor is unable to change anything in that description or affect 
the behavior of the service.

However, examining support for Web Services with open source is still a valid 
exercise. Both service provider and service requestor:

• need to implement their own Web Service aware applications at 
their respective endpoints, and would value access to open source 
code to build and deploy these

• need Web Service aware extensions to their open source operating 
infrastructure

Let’s start by considering what you need to support Web Services.

Figure 1 illustrates the following elements that are required to provide and 
request a Web Service

• A Web Service platform running on the web service that 
comprehends Web Service requests and can:

 Expose various descriptors of the Web Service, i.e. the Web 
Service protocols such as WSDL, etc

 Dispatch the request to the appropriate application on the 
application server, or route it to some other endpoint

 Provide some measure of Web Service Management (WSM) 
functionality including monitoring, security, etc.

By Lawrence Wilkes
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• A proxy or some other mechanism to the 
Web Service running on the service requestor 
platform to invoke the service. This could be 
a mirror of the full stack used by the service 
provider, or just a simple client proxy

• Tools with which to develop, test and deploy the 
Web Service (and its implementation)

For each of these we consider what open source 
software is available. At the same time, it is valid to 
consider whether there is also any other software 
that could be useful to the process that is free but not 
necessarily open source as well. For many removing 
the cost of software acquisition is just as important a 
factor regardless of whether it is open source or not. 
This free software is most likely to come in the form of 
small tools and utilities rather than any major element 
of the stack.

It should also be recognized that even in the commercial 
software market to a large extent Web Services is a 
“free” technology in that you don’t need to buy new Web 
Services specific software as it is typically provided 
as some downloadable extension to your existing 
products. Though some additional software might still 
be acquired by an organization to improve productivity 
or manageability.

It is likely that many organizations will combine elements 
of open source with commercial software for their Web 
Services solutions. For example, they may use free open 
source development tools but targeting a commercial 

application/web server, or run a commercial Web 
Services stack on an open source platform.

Web Service Platform
The overwhelmingly dominant open source platform 
is the Apache server project at the Apache Software 
Foundation (ASF). Apache is actually dominant full 
stop, with just under 70% of all web sites using Apache 
(though it should be noted that Microsoft IIS has about 
50% of the SSL sites used for e-commerce). Commonly 
this is used in conjunction with the associated Tomcat 
Java application server.

ASF founded a Web Services project that provides 
a toolkit of resources that enable you build both the 
server and client endpoints, with support for both 
sending and receiving Web Service requests. Core to 
this is the Apache eXtensible Interaction System (Axis), 
a Web Services engine for handing SOAP requests and 
WSDL. Originally donated by IBM, Axis has since been 
redeveloped from the ground up and is now available in 
a C++ version as well as the original Java.

Central to Axis is a set of handlers that can process the 
messages as they flow through the engine. As illustrated 
in Figure 2 these can be configured into 3 chains (a 
handler consisting of a sequence of handlers) that group 
the handlers into transport, global, and service stages.

Figure 1: Open Source Components for Web Services
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One of the key benefits of the Axis architecture is that 
is provides a mechanism by which sophisticated Web 
Services Management (WSM) functionality can be built 
into the message pipeline utilizing further open source 
code. We looked at the use of Axis handlers in the IBM 
WSTK in a previous report1.

Axis also provides the following tools which help build 
the various Web Service descriptors, and the proxy for 
the requestor,

• WSDL2Java tool for building Java proxies and 
skeletons from WSDL

• Java2WSDL tool for building WSDL from Java 
classes

• WSDL2WS. The C++ version of the tool is 
used for building both C/C++ server side code 
skeletons and wrappers, and the client side 
stub

ASF also supports other Web Service related projects 
including

• WSIF. The Web Services Invocation Framework 
is a simple Java API for invoking Web services, 
no matter how or where the services are 
provided.

• WSIL4J. Web Services Inspection Language 
for Java API provides a distributed Web service 
discovery method, by specifying how to inspect 
a web site for available Web services

• WSRP4J. The Web Services for Remote 
Portlets standard simplifies integration of 
remote applications/content into portals. The 
Apache WSRP4J open source Java project was 
initiated by IBM to foster adoption of the WSRP 
standard by content and application providers 
and portal vendors

Figure 2: Axis Message Path

1 Platform Vendors Move in on Web Services Management http://www.cbdiforum.com/secure/interact/2002–11/vendor.php3
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• jUDDI is an open source Java implementation 
of the Universal Description, Discovery, and 
Integration (UDDI) specification

• Sandesha is an open source java 
implementation of WS-ReliableMessaging 
specification on top of Axis

• Addressing – An implementation of WS-
Addressing

• WSS4J – An implementation of WS-Security

WSPR4J, jUDDI, Sandesha, Addressing and WSS4J are 
newly accepted projects still in an incubation stage.

Language
Perhaps not surprisingly much of the focus on open source 
Web Services centers on Java. Both Sun and particularly 
IBM have made available several open source Java class 
libraries for Web Services. IBM has contributed much to 
the Apache and Axis projects. However, many web sites 
based on open source platform use other languages. 
What support do they provide for Web Services?

Unfortunately, beyond Java the support for Web Services 
is pretty thin on the ground. As illustrated in Table 1 some 
basic open source support for reading and writing SOAP 
and WSDL messages plus UDDI is typically available, but 
there may be little else beyond.

Tools
The tools we have listed so far such as Java2WSDL are 
command line driven. Many professional developers 
building open source projects are comfortable with this 
and it can be highly productive, providing you know the 
syntax by heart and don’t make mistakes of course. A more 
repeatable and robust way to use these tools is to integrate 
them into a tool framework that can automate their use.

The common first step is to use Apache Ant. Like a Make 
utility, this allows you to sequence all the various tasks 
required to compile the Java applications, create and 
deploy the various associated files, and also run the 
Web Service tools required to create and deploy the files 
needed for the Web Service too.

Ant can be run from the command line, but a more 
complete solution is to use an open source IDE such as 
Eclipse, into which Ant can be integrated along with other 
tools. This provides a much more robust and efficient 
mechanism to edit and build both the Java applications 
and Web Services.

Open source Web Service plug-ins for Eclipse are now 
appearing. Once example is the Improve WSDL Viewer 
for Eclipse, shown in Figure 3 viewing the Amazon Web 
Service.

Language Web Service Support

PHP

Very widely used to build open source based 
websites, including CBDi Forum

PHP 5.0 beta now contains SOAP support

PEAR::SOAP and NuSOAP are PHP packages that both provide SOAP and WSDL 
support

Perl

Widely used language, not just for the web.

SOAP::Lite provides SOAP and WSDL support. Also UDDI publishing and discovery. 
Support for wide variety of transports.

Python

Interpreted language often compared to Perl and 
Java

Web Services for Python Project provides SOAP, WSDL and UDDI support.

4Suite provides SOAP support

WSDL4PY (see IBM box)

Tcl (Tool Control Language)

Very simple open source scripting language

TCLSOAP – SOAP support

SOAP4TCL (see IBM box)

WSDL4TCL

Table 1: Language Support for Web Services
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IBM Open Source Web Service Projects

IBM have been particularly supportive of the open source community with respect 
to Web Services. Axis and many of the other ASF Web Service projects were initially 

contributed by IBM, plus the Eclipse project which has been one of IBM’s largest open 
source initiatives. In addition, a number of other open source projects are available on 

IBM Developerworks including,

SOAP4TCL – SOAP4TCL is a Tcl package which provides client and server functionality for the 
SOAP 1.1 definition.

UDDI4J – UDDI4J is a Java class library that provides an API to interact with a UDDI (Universal 
Description, Discovery and Integration) registry.

WSDL4PY – Web Services Description Language for Python is library for creating, reading and 
manipulating WSDL files using Python.

WSDL4TCL – Web Services Description Language for Tcl is a pure-Tcl package which manages 
WSDL documents and services.

Web Services for J2EE – Web Services for J2EE defines how Web services are supported 
in a J2EE application server. It defines the client model, deployment model, and runtime 

model so that Web service clients and implementations are portable from one J2EE vendor’s 
implementation to another’s.

Figure 3: Improve WSDL Viewer for Eclipse (source Improve Technologies)
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For testing, Axis includes a TCP Monitor and SOAP 
Monitor. There is also a SOAP Raw Message Sender 
plug-in for Eclipse. These are useful tools for examining 
SOAP messages and monitoring Web Service behavior. 
There is also an Eclipse Web Service Validation Tools 
Project which provides tools to validate and analyze Web 
Services against the various Web Services specifications. 
This includes determining if a Web service conforms to 
WS-I Basic Profile 1.0.

A more complete open source testing tool specific to 
Web Services is TestMaker from PushToTest. TestMaker 
comes with a number of agents that can check the 
functions of a Web Service are configured correctly 
and working, simulate real-world environments to test 
scalability, or even test a Service Level Agreement 
(SLA). It should be noted that TestMaker is equally at 

home testing any Web Service, not just those based on 
open source, and is a valuable tool for any Web Service 
developer.

Summary
Web Services would seem the natural compliment to 
open source software providing open interoperability 
without being locked into a proprietary platform.

Axis and most of the current tools that have been released 
target the basic Web Services stack of SOAP, WSDL and 
UDDI. This is no different in reality to most commercial 
platforms and tools as many of the other protocols are 
not yet finalized. In comparison to commercial software, 
the current lack of open source support for WS-Security 
is a weakness. However, Apache has a Web Service FX 

Microsoft

Microsoft and open source? Surely this is some mistake? Well whilst Microsoft as a company might 
not be the most supportive of the open source ethos that does not mean the wider community of 
Microsoft users cannot indulge if they wish. Whilst the Windows OS might remain a tightly guarded 
secret, nothing prevents users making applications available as open source.

Somewhat strangely though the main centre of this activity is a Microsoft hosted community, 
www.asp.net. Even more surprising perhaps given the importance to Microsoft of Visual Studio, is 
that the centre of this activity is Web Matrix, a free community-supported web development tool for 
building ASP.NET Web applications that has been built by Microsoft employees in their spare time. 
Web Matrix is a remarkably full featured development tool, and because it targets the underlying .NET 
platform gets the same full support for Web Services as does Visual Studio or any other commercial 
tool targeting .NET. The source code for several full applications from Microsoft and the community is 
available for full download.

Ah, but it can still only target a closed proprietary Microsoft platform, I hear you say. Well not quite, 
because thanks to the Mono project, the .NET Framework is also available on Linux. The Mono project 
is an open source effort to create a free implementation of the .NET Development Framework, including 
a compiler for the C# language, a Common Language Runtime (CLR) for the Common Language 
Infrastructure (CLI) and a set of class libraries. It implements both ADO.NET and ASP.NET. Release 
1.0 is targeted for the 2nd quarter 2004. Mono is already planning support for Microsoft Web Services 
Extensions (WSE), the Whidbey project, plus VB and Jscript compilers, and more by the 4th quarter 
2004.

It would therefore appear that later this year you will be able to implement a completely free, open 
source stack that includes the .NET Framework, arguably the most powerful Web Services platform, 
complete with tools and applications. This is limited to ASP and ADO web-based applications not 
Windows-based, but this is fully appropriate to delivery of Web Services.
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(Functionality Extensions) project with the intention to 
accelerate the implementation of WS-Addressing, WS-
ReliableMessaging and WS-Security.

Another weakness might be considered 
the lack of tools that improve developer 
productivity in comparison to the 
commercial software market. Even free 
non-open source tools from commercial 
software tools vendors can be better 
than open source equivalents. Many 
open source developers do seem 
comfortable with nothing more than 
a command line interface, though 
environments like Eclipse are enabling 
open source tools to close the gap on 
commercial alternatives.

As a platform, Apache has proven 
itself more than capable of running the 
most demanding websites. Axis extends 
that capability to Web Services, though it is difficult to 
find current examples of high-volume production Web 
Services using this.

Ultimately, open source Web Services pose the same 
threat to commercial software vendors as the rest of the 
open source stack – i.e. good quality software with zero 
or low acquisition costs. Web Services is already largely 
commoditized though – at least in terms of deployment. 
Few vendors, and none of the majors, have a dedicated 
“Web Services Server” which one might have expected in 
the past with the introduction of new technology. Instead 
Web Services is more of a “hygiene factor”, something 
that every vendor must support just to keep in the game. 

In respect of cost therefore, open source software offers 
little financial advantage to an organization who has 
already invested in software infrastructure. Moreover, 
productivity and manageability benefits offered by 

commercial Web Services software 
could deliver a lower TCO.

Consequently, and with the current 
abilities of open source Web Services it 
would appear that many organizations 
are today most likely to use a mix 
and match approach combining open 
source with commercial software rather 
than soup to nuts open source stack to 
support Web Services. Amazon.com 
for example, is a well known major 
Linux site but who still layer commercial 
software on top of that to support their 
successful Web Service initiative by 
using Systinet’s WASP server.

Links

Web Service Projects at Apache
http://ws.apache.org/

Eclipse
http://www.eclipse.org

Improve WSDL Viewe
http://www.improve-technologies.com/alpha/wsdl-
viewer/

PushToTest
http://www.pushtotest.com/ptt

Ultimately, open 
source Web Services 

pose the same 
threat to commercial 
software vendors as 
the rest of the open 

source stack
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