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Let us have your

feedback for the new

INTERFACE Letters page,

and if you would like to

author a report, let us

have your proposals

This month we are pleased to introduce
the new look CBDi Journal. We hope you
like the new format and in particular the
new report classification system - calling
out the focus of the report or article.
Expect to see any or all of the following,
although not necessarily all in one
month:

● Best Practice Report

● Market Analysis

● Vendor Insight

● Product Report

● Best Practice Notes

● Case Study Report

● Roadmap Report

Eagle eyed readers will have noticed that
as well as the visual makeover, we are
also changing the name of the Journal. In
future we will call the monthly publication
the CBDi Journal. It is now almost five
years since we published the first edition
of the INTERACT journal. Since then we
have pursued our unique focus on better
software structures and processes. In the
beginning it was just Lawrence and
myself that pursued this evangelical
path, focused initially on purely all
aspects of software components. Today
we are delighted to have two additional
specialists in Richard Veryard and
Jonathan Stephenson that assist us in
creating a far greater coverage, both in
breadth and depth. So today we maintain
our core component focus, but in
addition have expanded in step with the
maturing industry to encompass all the
technologies and best practices in
business software creation, integration,
reuse and management, including of
course, web services. 

Regular readers will have noticed that
over the past few months we have

included reports from guest authors, and
we welcome readers contributions. Also
do let us have your feedback for the new
INTERFACE Letters page, and if you
would like to author a report, let us have
your proposals and we will be delighted
to respond. For both letters and guest
reports, please bear in mind that CBDi is
not a marketing channel, and the best
marketing is new ideas and insight. 

This month we continue our focus on
pervasive computing by examining the
platform vendors’ strategies. After years
of hype and promise, it really does now
seem like devices will be enabled by web
services, and we shall see significant
uptake over the next 24 months. 

In our report on Business Flexibility we
revisit the really important ideas of
service differentiation that we identified
nearly two years ago. Although there has
been great progress on the technology
front in this area, there has been little
progress on how to architect and design
for this new paradigm, and we provide
some guidance. 

Back last year we were quite critical of
Sun Microsystems support for web
services. At that time we suggested they
were unable to explain their strategy and
were trying to market their way out of
trouble. Since then it has become
fashionable to knock Sun. However we
recently spent time with them and are
pleased to report they have rectified the
situation and have a great story to tell. 

Please do give us your feedback and we
will be pleased to publish it.

Regards
David Sprott
david.sprott@cbdiforum.com

Editorial
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Increasing need for

pervasive platforms that

can support complex

custom applications to

support off-line as well as

on-line behavior, and can

enable users to participate

in business processes

via automation, not just

self-service

By Lawrence Wilkes Having looked at the marketplace for
Pervasive Computing in Part One, we can
now look at the software infrastructure
required. This month we will consider the
requirements for the devices themselves,
followed next month by looking at
infrastructure required to connect them
together and share information, placing
a particular emphasis on access to
enterprise applications. 

To an extent, the needs of pervasive
computing can be addressed with
conventional Internet technology. For
some employee and customer
enablement scenarios a ‘mobile Internet’
approach providing a browser and
email on top of a PDA or mobile phone
could be sufficient. For vendors, the
opportunity is to be the provider of that
software platform. However, this is a
lightweight, thin client like scenario, and
is largely undifferentiated, at least from
the end users perspective. As we have
pointed out previously, we see increasing
need for pervasive platforms that can
support complex custom applications to

support off-line as well as on-line
behavior, and can enable users to
participate in business processes via
automation, not just self-service.

Not surprisingly, the Microsoft view leans
heavily towards this rich client view. 
However, the Java vendors are also
providing a rich and powerful platform,
and so once again, it appears we have
another technology area that is boiling
down to a Microsoft vs. Java battle.
Although there are major participants
in the pervasive sector who come from
a telecom or consumer hardware
background, and as such are very
influential in this market, they are not
typically developing proprietary software
platforms wholly on their own. Instead,
they prefer to take, and possibly extend,
a Microsoft or Java-based offering, as for
example with Symbian who provide a full
Java capability within their OS.

Whilst this would seem to make platform
selection a simple binary choice, the
diversity of devices in terms of their

In Part One we looked at the marketplace and requirements

for Pervasive Computing. This month, we consider the

strategies and offerings of some of the major software

vendors for pervasive devices

Pervasive Computing.
Part II -
Vendor Strategies

Market Analysis
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Components of Microsoft’s Strategy for Pervasive Computing Devices
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Pervasive Computing. Part II - Vendor Strategies continued...

Windows CE .NET

Windows XP Embedded

Pocket PC

Windows Powered
Smartphone

XBOX

Microsoft TV

.NET Compact Framework

SQL Server CE

Visual Studio .NET

Brings .NET capability to the next generation of Windows CE 3.0 OS for small footprint smart
devices. Provides real-time hardware support.

http://www.microsoft.com/windows/Embedded/ce.NET/default.asp

A componentized version of the Windows desktop operating system, this provides a platform
for a broad range of smart client devices and thin clients. Successor to NT Embedded.

http://www.microsoft.com/windows/embedded/xp/default.asp

Microsoft’s PDA platform will be familiar to most and provides not only Windows CE OS, but
also versions of familiar Office tools.

Latest version is Phone Edition that adds further data and voice communications support.

http://www.microsoft.com/mobile/pocketpc/default.asp

Codenamed Stinger, Windows powered Smartphones should be on sale in Europe this
summer. Provides even slimmer Windows CE OS, and functionality based around
communications. Can run on-line and off-line applications. The fact that many of the 3rd
party add-on applications so far announced seem to be games perhaps indicates the
target market.

http://www.microsoft.com/mobile/phones/smartphone/default.asp

Though ostensibly a games machine, the XBOX is in reality a PC like device running Windows
CE and able to support .NET.

http://www.xbox.xom

A family of client and server software products for the television industry. Includes Microsoft
TV Advanced for set top boxes and is built upon Windows CE. Now designed for .NET and
XP to provide home gateway functionality.

http://www.microsoft.com/TV/Default.asp

A subset of the .NET Framework that is designed to run on resource-constrained devices,
providing support for managed code and for XML Web services.

http://msdn.microsoft.com/vstudio/device/compact.asp

Compact, small footprint version of Microsoft’s database running on Windows CE, with
focus on enabling access to enterprise data.

Specific elements for Pervasive market include Mobile Internet Toolkit, and the recent
beta release of Smart Device Extensions (which will replace existing range of eMbedded
Visual tools).



the effect of making all devices look and
behave like PCs.

In many ways however, this is exactly
the sort of platform that is needed to
provide the rich client functionality,
support for powerful applications, and
provide a common look and feel for
both users and developers. Though
Microsoft’s competition will argue that it
is an expensive, power-hungry platform
that is far too cumbersome for many
devices, when comparing like with like
their own offerings are not too dissimilar
in their requirements. Moreover, in a
mobile device for example, something
like the choice of color TFT display will
likely have a bigger impact on cost and
performance than the software platform
used.

Microsoft’s device strategy is predicated
on Windows CE, the .NET Framework
and XML Web Services. Increasingly it
will be .NET that is seen as the common
platform for developers, not the
underlying Windows OS, whilst XML
Web Services provides interoperability
regardless of the platform.

However, vendors adopting the Microsoft 
platform might still hedge their bets. For 
example Sendo, one of the first
Smartphone vendors, has also licensed
Tao Group’s internet multimedia Java
platform that adds a Java Virtual
Machine compliant with the J2ME
specification for a mobile phone Java
environment.

Microsoft can clearly benefit from it’s
strength in the PC market, and hopes
that as end-users expand and/or shift
into other devices they will be happy to
continue to do so based on Microsoft
technologies. Microsoft’s approach to
devices so far is biased towards those 

that have a strong user involvement and
hence require a rich user experience.
Is Windows necessary for devices with
no UI or that play an automated,
background role?

So far, Microsoft has not shown much
interest in other devices. Though they are
keen to promote the home network
concept, this remains focused around
devices with user involvement like the
PC and TV. So far, there are no signs of
a Microsoft powered washing machine.
Today, Microsoft’s Java based
competitors have the clear advantage in
terms of footprint and cost for devices
that require the minimum of functionality.
However, with the Windows Powered
Smartphone Microsoft has shown they
are well on the way to reducing the
footprint required for Windows
technology. Costs, in terms of licenses
to developers and manufacturers, could
easily be addressed if Microsoft chose to
use their marketing and financial power.

Advantages

● End user familiarity with Windows
experience.

● Common operating kernel,
development process, .NET
framework.

Disadvantages

● Only relevant to Microsoft OS
platforms. No support for
heterogeneous devices.

● More powerful hardware
requirements. Power and cost so
far unsuitable for devices requiring
smallest footprint.

● Starting from scratch in highly
competitive mobile phone market

Other Links
http://www.microsoft.com/mobile/
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computing power, UI, connectivity
options, etc. means that both the
Microsoft and Java camps need to
provide a number of flavors of their basic
platforms, as will be seen.

A motivation for the major software
vendors such as IBM, Microsoft and Sun
is also to provide a platform that is
compatible with their other existing
offerings. They hope this will be
attractive to organizations looking to
extend outwards from their existing
corporate systems to pervasive
computing, gaining benefits from reuse,
developer skills, and interoperability.
Whilst Web Services has reduced
interoperability concerns, in a rich client
scenario there remains the need to build
and deploy applications to diverse
platforms, and as such, the other
benefits remain valuable.

The problem however as we pointed out
last month, is that in some sectors the
provider has no control over the
pervasive devices being used. An
organization with a wholly Java-based
strategy for their in-house IT could still
easily find itself supporting an external
user base that is dominated by
Microsoft-based devices, as with PC’s. 

Device Strategies
Microsoft
Though most people will be aware that
Microsoft has been trying to move
beyond the traditional PC market for
some time, many will not be aware just
how far they have come in achieving
this. Various incarnations of Windows
have now made their way into PDA’s,
automobiles, games machines and now
mobile phones. However, it could be
debated whether this has moved
Microsoft beyond the PC, or simply had 

continues...
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Pervasive Computing. Part II - Vendor Strategies continued...

Java
Before looking at other vendors, we
should examine the generic Java
strategy for pervasive computing.

The core of the Java strategy for devices
is now Java 2 Platform, Micro Edition
(J2ME). Sun regrouped Java into three
editions to provide an environment more
suitable to specific domains. J2ME
specifically addresses the consumer and
device space, ranging from extremely
small devices such as smart cards up to
television set-top box, which could be
considered as powerful and capable
as a personal computer. J2ME has
two primary kinds of components -
configurations and profiles.

J2ME Configurations define the
minimum platform for a family of devices
that have similar requirements. Two
configurations are currently being
defined 

● J2ME Connected Limited Device
Configuration (CLDC): For very
small footprint devices with
typically less than 512k of
memory. This configuration

includes new classes not based
on J2SE, needed to fit on the
small-footprint.  

● J2ME Connected Device
Configuration (CDC):
For devices requiring a complete
implementation of the Java virtual
machine, and an API set that may
include the entire J2SE.

J2ME Profiles specifies the minimum set
of APIs, built on top of the underlying
Configuration, required to provide a 
complete runtime environment for a
specific kind of device, and are typically
designed to meet the needs of specific
industry segment.

The earlier PersonalJava, JavaPhone
and EmbeddedJava specifications will
be transitioned into J2ME framework,
though EmbeddedJava can continue to
be used for ‘black box’ applications that
require no APIs.

The latest Java initiative is Java TV, which
is promoted as a future open standard
and is supported by many vendors 
including OpenTV, one of the most

Figure 1: J2ME Profiles and Configurations

Microsoft’s Java based

competitors have the

clear advantage in terms

of footprint and cost for

devices that require the

minimum of functionality



successful developers of software

platforms for set top boxes, together

with major consumer electronics

manufacturers.

As with other domains, Java’s strength in

the pervasive market is the open, modu-

lar approach. Though at first this appears

to result in a complex, diverse API set,

the configurations and profiles make it

easier to understand which are required

for a particular solution.

Advantages
● Open, modular approach

● Offers smallest footprint for
devices with limited capability

● Support of large number of
vendors, including companies
with strong position in pervasive
markets. E.g. Nokia mobile phones

Disadvantages
● Solutions might need to be pulled

together from multiple vendors

Other Links
Java Consumer and Embedded
Technologies http://java.sun.com/
products/consumer-embedded/

Sun
Sun’s pervasive strategy is in many
respects straightforward – to provide a
platform in the form of implementations
of the Java API’s outlined above, and
license them to developers. Added to
this are a number of other products
listed in the table.
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Components of the Java Strategy for Pervasive Computing Devices

Java 2 Platform, Micro
Edition (J2ME)

Mobile Information Device
Profile (MIDP)

Personal Profile

EmbeddedJava

KJava Virtual Machine (KVM)

JavaPhone

Java TV

J2ME Wireless Toolkit

The edition of the Java platform that is targeted at smaller footprint, standalone or
connectable devices for the consumer and embedded markets.

http://java.sun.com/j2me/

Details the J2ME application runtime environment for mobile information devices, such as
mobile phones and two-way pagers. Addresses issues such as user interface, persistent
storage, networking, and application model.

http://java.sun.com/products/midp/ 

Details the J2ME environment for more capable devices. It provides the facilities currently
defined by the PJAE specification.

Used for devices that have a dedicated purpose and typically a very small footprint.

http://java.sun.com/products/embeddedjava/

A small-footprint, highly optimized VM that meets the CLDC’s minimum requirements.

http://java.sun.com/products/cldc/

Java API that provides applications with access to telephony control, address book and
calendar information, user profile access, datagram messaging, power monitoring, and
application installation.

http://java.sun.com/products/javaphone/

An extension of the Java platform designed to provide functionality specific to interactive
television.

http://java.sun.com/products/javatv/

Set of tools that support developers delivering CLDC/MIDP compliant applications.

http://java.sun.com/products/j2mewtoolkit/

continues...



8 CBDI JOURNAL © CBDI Forum Limited, June 2002

Pervasive Computing. Part II - Vendor Strategies continued...

Components of the Sun Strategy for Pervasive Computing Devices

Java Platform

ChorusOS

Java Embedded Server

Sun One Studio 4 Mobile
Edition

Jini

Implementations of Java APIs outlined above

Embedded operating system used in public switches and PBXs, as well as within access
networks, switches, voice-mail systems, cellular base stations, and mobile phones

http://wwws.sun.com/software/chorusos/

Allows development, deployment, and installation of applications and services to embedded
devices on a just-in-time basis

http://wwws.sun.com/software/embeddedserver/index.html

Development environment optimized for J2ME platform (MIDP/CLDC) development

The Jini architecture specifies a way for clients and services to find each other on the
network and to work together (see Networking and Interoperability)

Sun’s challenge would appear to be
making money in this market. Whilst the
Java initiatives outlined above look likely
to gain significant market share, Sun
themselves have few products of their
own to offer and must rely on less
significant license revenue.

Advantages
● Compliance with Java initiatives

● Intimate knowledge of Java
architecture

Disadvantages
● Java only. Little to no support for

heterogeneous devices

Other Links
Sun Consumer and Embedded Solutions
for the Network Age - http://www.sun.
com/consumer-embedded/

Sun Connected Home - http://www.sun.
com/connected-home/

IBM
As a keen advocate of the Java vision,
IBM might have been expected to
provide a similar approach to Sun, i.e.
compliance with J2ME etc. Instead, IBM
has chosen to adopt a more

heterogeneous approach based around
WebSphere and other products that will
be familiar to their enterprise customer
base such as MQSeries, DB2, Lotus, etc.
IBM is migrating these products where
relevant to support J2ME (such as the
latest version of WebSphere MQSeries
Everyplace), though they appear equally
keen to ensure they do not sacrifice their
heterogeneous approach. 

‘Everyplace’ editions of these products
provide a standalone capability for
devices. Naturally, they also work well
when synchronizing and sharing data
with their enterprise brothers, but also
support access to non-IBM products
such as Microsoft Exchange.

IBM’s strategy also has an air of
pragmatism, focusing on solutions to
what it sees as real immediate needs for
it’s corporate customer base – namely
employee and customer enablement.
However, this is not to say they do not
share the same broader vision as
Microsoft and Sun for pervasive
computing, as programs such as their
Intelligent Vending Machine initiative
prove. Even so, such programs remain 

IBM has chosen to adopt

a more heterogeneous

approach based around

WebSphere ... IBM

introduced the first

release of their

WebSphere Everyplace

Access product on

Microsoft’s Pocket PC
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primarily focused within the context of
business information solutions.

It is interesting that IBM introduced
the first release of their WebSphere
Everyplace Access product on
Microsoft’s Pocket PC, stating that the
alternatives were not powerful enough
as they lacked facilities such as
multi-threading.

Advantages
● Heterogeneous platform support

● Familiar products make it
attractive to enterprise developers

Disadvantages
● Stand-alone functionality might

already be provided by device OS,
or have to compete with similar
offering from device OS vendor.

● Compliance with Java initiatives
not universal across all products.

Links
IBM Pervasive Computing - http://www-
3.ibm.com/pvc/index.shtml

Symbian
Symbian is a software licensing company
owned by Ericsson, Nokia, Matsushita

(Panasonic), Motorola, Psion, Siemens
and Sony Ericsson. The Symbian OS
illustrated in Figure 2 evolved from
Psion’s EPOC operating system that was
used in their PDA’s. They focus on mobile
phones and PDA’s, but considering the
market share that the partners have this
is no great disadvantage so far, though
current stalling of the telecoms market is
not helping. Whilst Symbian might
appear to occupy more of a niche than
the other vendors mentioned, the current
dominance of their owners in the mobile
market means they cannot be ignored.

Components of the IBM Strategy for Pervasive Computing Devices

WebSphere Everyplace
Access

WebSphere MQSeries
Everyplace (MQe)

DB2 Everyplace (DB2e)

WebSphere Everyplace
Suite Embedded Edition

Everyplace Wireless
Gateway

WebSphere Everyplace
Mobile Connect

Domino Everyplace
Enterprise and Mobile Notes

Provides both device and server side software infrastructure to enable access and
synchronization of enterprise data, plus PIM and email. Includes a set of small-footprint,
client-side software components for PDAs that complement the server-side services. These
include SyncML client and DB2 Everyplace client. Currently supports Microsoft Pocket PC.

http://www-3.ibm.com/pvc/products/access/index.shtml

Provides MQSeries messaging infrastructure on devices with small footprints and optimized
communication protocols. Offers synchronous and asynchronous messaging support, local
and remote queue access, direct and indirect routing, and security.

New V2.0 provides J2ME and JMS support, and runs on various devices including  Palm OS,
Symbian OS, EPOC, Windows CE, Pocket PC 

http://www-3.ibm.com/software/ts/mqseries/everyplace/

Provides database for devices. Also enables synchronization with enterprise resources.
Device support includes Palm OS, Symbian OS, EPOC, Windows CE, Pocket PC and Linux

http://www-3.ibm.com/software/data/db2/everyplace/

Middleware, content development tools, customization services and server integration for a
wide variety of devices. Java-based framework that integrates DB2e, MQe, and other IBM

http://www-3.ibm.com/pvc/products/wes_embedded/index.shtml

The Wireless Client provides communications with the Wireless Gateway using a variety of
wireless and wired networks, running on Palm or Windows CE devices

Provides ability to synchronize PIM, email and other data from devices to enterprise systems
directly over IP without connecting via PC. Supports Palm OS and Windows CE.

Set of components to support development of Notes/Domino based mobile applications, run
mobile applications on handheld devices and synchronization. Supports Palm OS, Windows
CE, and Pocket PC

continues...
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Pervasive Computing. Part II - Vendor Strategies continued...

They also provide a good example of

implementation of the Java initiatives

described earlier. Symbian OS 6.0 now

provides support for the J2ME

framework, and includes PersonalJava

and JavaPhone. It is compliant with

MIDP and CLDC. Java is now expected

to take over from C++ as preferred

programming language for Symbian.

The Nokia 9210 was the first Symbian

OS based phone, with new 2.5G models

arriving this summer from Nokia and

Sony Ericsson. As well as phone and

PDA functions these phones feature

advanced functionality such as digital

cameras and multimedia capabilities.

Advantages
● Owners and their marketshare of

mobile phone market

● Complete stack, including Java
compliance

Disadvantages
● Dependent on resurgence of

telecoms market. Presence is
biased towards mobile phone
rather than PDA market. Though
new phones will address, must
compete with established Palm,
Pocket PC.

● Symbian partners face fierce
competition moving into PDA
market

Links
Symbian Technology -
http://www.symbian.com/technology/
technology.html

Palm
Like Symbian, Palm occupies only a
niche of pervasive computing, but a brief
mention is included because of their
presence in the PDA market. While Palm
have achieved significant market share
with their own hardware, their OS has
also been licensed by companies such
as Handspring, and perhaps most
importantly Sony. Whilst Palm has
recently entered the Wireless market,
only the Handspring Treo products so far
combine mobile phone technology with
Palm based PDA’s.

Meanwhile the challenges of
partnerships are demonstrated by
Sony, who whilst having launched a
well received range of Palm based
PDA’s, is also launching a Symbian
based PDA/Phone as part of their Sony
Ericsson partnership.

Palm is leading Java Specification
Request (JSR) 75 for a PDA Profile that
builds on CLD Configuration referenced
earlier. The Palm OS is proprietary
though and relies on 3rd party JMV’s to
bring J2ME compatibility.

Figure 2: Symbian Architecture (courtesy Symbian)

Components of the Symbian Strategy for Pervasive Computing Devices

Symbian OS 7

Symbian OS 6

UIQ

Magpie

Latest version supports specific requirements of advanced 2.5G and 3G mobile phones.

http://www.symbian.com/technology/symbos-v7x-det.html

Open operating system that includes a multi-tasking, communications middleware for
communications, data management, graphics, elements of the GUI framework, and
application engines.

http://www.symbian.com/technology/symbos-v6x-det.html

Customizable pen-based graphical user interface for Symbian OS devices

http://www.symbian.com/technology/UI/uiq.html

Data services framework for delivering embedded content, and access to contextual services.

http://www.symbian.com/technology/magpie.html
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Components of the Palm Strategy for Pervasive Computing Devices

Palm OS 5 Latest version just being shipped

http://www.palmos.com/platform/os5/

Sector Microsoft Java Sun IBM Symbian Palm

B2E – Field Force
Automation

B2E – Office, Shop,
Factory Floor

B2C – Customer
enablement

B2C – Automated
Home

Automated Factory,
office

Automotive

Windows CE

Pocket PC

Windows
powered
Smartphone

Microsoft TV

Windows CE

XBOX

Windows XP
Embedded

Windows CE

Auto PC

JavaPhone

J2ME

JavaPhone

J2ME

J2ME

Embedded
Java

J2ME

Embedded
Java

As Java

Java
Embedded
Server

As Java

As Java

WebSphere
Everyplace
- Access
- Embedded

Domino
Embedded

MQe

DB2E

Intelligent
Vending
Initiative

Symbian OS

Magpie

Symbian OS

Palm OS

Advantages
● Market share of PDA market

● Broad 3rd party applications
support

Disadvantages
● Despite market share they face

fierce competition in what is likely
to be a price sensitive market.

Links
Palm OS - http://www.palmos.com/

Sector Applicability
Referring back to the Pervasive Sectors
introduced in Part One of this report, we

show how the various vendors strategies

fit in the table below.

The breadth of pervasive computing

means that few vendors have products in

all sectors. Microsoft stand alone in this

respect compared to the other vendors

here, but this hides the fact that there are

many, many more vendors (significant

ones too) who have embraced the Java

vision and are embedding it into their

products. According to Sun, more than

100 million Java devices will be

distributed this year, though the majority

of these will be mobile phones.

The Java market is much more
widespread in terms of vendor support.
For many of these vendors, Java has
clear attractions for the pervasive market
in terms of low cost and small footprint.
In addition, the nature of the products
they sell, and the target market, means
that the embedded software platform is
often of little concern to the customer. Do
I care if my refrigerator runs Java?

However, for organizations looking to
support their employees and customers
with access to enterprise applications
the decision is far less clear-cut.
Microsoft’s domination in the PC market

continues...
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Pervasive Computing. Part II - Vendor Strategies continued...

means that many individuals will be
comfortable adopting Microsoft based
devices. The key for them will be open
interoperability so that they can deliver
information onto any device, rather than
having to force the choice of devices on
their user.

Part III – Enterprise
Information Access,
Networking and
Interoperability
The key to pervasive computing of
course, is not just to embed computing
power into every device, but to have
them communicate in processes either

involving the user in self service or
through automation. Though Internet
and Mobile protocols give us part of
the networking and communications
infrastructure needed, a further layer is
required to enable devices to work
together within an application. This
includes complementary and overlapping
initiatives such as,

● Sun Jini, and Universal Plug and
Play (UPnP) promoted by
Microsoft and the UPnP Forum,
which both offer a way for devices
to discover each other and
communicate 

● XML Web Services

● Open Mobile Alliance, a new
organization formed from the
Open Mobile Architecture initiative
and WAP Forum, with SynchML
intending to join.

● SynchML, a language for
synchronizing devices and
applications over any network

Along with these, the major software
vendors also typically provide some
form of mobile solution and enterprise
gateway designed to enable access to
information running in enterprise
applications in pervasive computing
scenarios. We will look at these in more
detail in Part III, next month.

Lawrence Wilkes   lawrence.wilkes@cbdiforum.com

Nearly two years ago, the CBDi Forum introduced the

notion of Differentiated Service, or the alternative title

“fewer interfaces than components”. Since that time, there

has been considerable activity around this and similar

concepts. Sun Microsystems introduced the notion of

“smart services”, and several web services management

tools have implemented context-based behavior

modification, using rules driven approaches. But all this

activity seems to be implementation oriented, and in this

report we discuss how you might take a more considered

approach to context driven behavior, and suggest some

architectural and design techniques.

Business Flexibility -
Implementing Context Driven
Services

Best Practice Report

By Richard Veryard
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Service Differences

Content
● data

● workflow

Data quality
● precision/accuracy/granularity

● latency/timeliness

● scope/horizon

Security access
● to specific operations

● to specific objects

● copy protected/open source
document

Technical quality
● Speed/response time

● Performance/throughput

● Reliability/availability

Cost/resource usage

Control Differences

● Price paid

● Customer type (e.g. gold card
versus plain card)

● Transaction type (e.g. voice over
data, stolen card report versus
new card request)

● Customer/transaction history
(e.g. recent complaint, previous
claim)

● Connection type (e.g. high/low
bandwidth, inside/outside firewall)

● Software type (e.g. Java-enabled
browser versus text-only browser)

● Security level (e.g. customer,
employee or privileged employee)

and other possibilities ...

Control Mechanisms

● Separate policy or workflow layer

● Service tokens

● Policy blackboard

● Multiple implementations or
separate plug-ins

● Hand-coding within each
component

these options are presented in
descending order of preference

Differentiation
Differentiation involves providing a differ-
ent service according to the context.
Ideally, the interface remains the same,
but the content or quality of service is
altered.

In our December 2000 article(1), we used
a simple parameter-driven example,
summarized in Box 1. The differential
here is in the timeliness of the
information – higher security clearance is
required to obtain real-time information,
while lower security clearance only
allows access to delayed information.

A more topical (and controversial)
example refers to US military surveillance
pictures from the Balkans. It has recently
been revealed that unencrypted live
pictures are broadcast in real-time via
commercial satellites. Such pictures

could be used by the enemy in real time
to evade surveillance, whereas historical
pictures have a somewhat lower
(although perhaps still significant) intelli-
gence value.

Privacy and security lead to a number of
more sophisticated requirements for
differentiated services. For example, a
customer and a call center clerk may
look at the same database record, but
see different fields. The same may be
true of an employee and a HR clerk
looking at the employee’s record.
Privacy is important in several areas,
including financial services and
healthcare. You may want a nurse to
take a blood test, and a porter to take the
blood sample to the lab, but you may not
want either of them to know the reason
for the blood test.

Traditional database applications have 

handled such requirements by controlling
access to particular transactions,
records or fields. Only certain users can
access certain transactions; only certain
transactions can access certain records
or fields. Many systems engineers will
be familiar with this approach, and
comfortable with it despite its lack of
flexibility.

Microsoft’s recent announcement of
TrustBridge can be seen as providing an
internet-friendly extension to this
traditional approach. Employees of
company A are honored guests (as it
were) within company B’s systems. But
this notion of trust is not easily scalable
to more complex networks involving lots
of companies, and it doesn’t easily
handle situations where employees play
multiple roles in different contexts, with
different security implications.

continues...

Table 1: Differentiated Service Framework
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Many internal corporate websites display the company’s share price – with
a fifteen-minute delay. The delay is intended to inhibit the use of this display
for trading purposes. However, a few selected employees may need to know
the current share price. Let’s suppose that the same software component is
used to provide both the delayed share price and the current share price –
depending on the security attributes of the user. This can be regarded as a
differentiated service. The difference in this case is not in the response time
but in the timeliness of the data.

Faced with this kind of example, the immediate instinct of many software
engineers is to complicate matters by proliferating interfaces. It’s a different
service, with a different specification, so it must be a different interface,
they will say. The data item sharePrice has two different meanings, they will
point out. Better to have two distinct interfaces than to cause confusion,
they might insist.

For fear that the genuine trading applications might incorrectly use an
out-of-date share price, a software engineer might think of defining two
distinct retrieval operations sharePriceNow and sharePrice15min. But
where does this end? In principle, any data retrieval may be subject to
variation in the timeliness of the data, with an arbitrary range of lateness.
This approach, if done consistently, leads to an uncontrolled explosion in
the number of operations and the complexity of the model.

Another solution might be to code an additional parameter in the operation
– so that some applications can execute the request getSharePrice(15) while
others can execute the request getSharePrice(0). However, even this solution
represents a complication of the interface.

The most robust and flexible approach is to generalize away from this
complication. The component offers a simple service getSharePrice, which
yields different results in different circumstances, depending on some set of
rules or policies (which may vary dynamically). The full meaning of the
retrieved information depends (as always) on the context.

overhead in complexity and
performance. However, the same
argument does not apply to generalized
services. This is partly because the scale
economies for the service provider are
very different to those of the user, and
partly because there is an opportunity to
differentiate in the service provision – the
same service may be routed to a bank of
different components behind a common
interface, according to the context.

In the network economy, the total value 

of a (web) service is calculated by
multiplying the added-value per use/user
by the number of uses/users. Service
differentiation potentially improves this
multiple in two ways – by increasing the
added-value for certain categories of
use/user, and by increasing the potential
number of uses/users.

The price of the service splits the
added-value of the service between the
user and the service provider(s). Price
may also be differentiated according to
context.

Benefits to user
To the extent that the differentiated
service allows for economies of scale or
scope, the direct beneficiary appears
to be the service provider. The user
benefits only indirectly, perhaps by
getting a cheaper price and/or improved
quality/availability.

However, there are undoubted benefits
to the service user from differentiated
service. The user can get several
different services for a single design cost
– and the ability to control which service
is executed on a given occasion by
varying the context. This yields greatly
enhanced flexibility to the user – and thus
adaptability to the system as a whole.

Differentiated security
In our work on architectural patterns of
security, the CBDi Forum has identified
differentiated security as an important
pattern. Differentiated security means
that each individual belongs to a different
class. It is much more difficult to scale or
replicate attacks, since each individual
has a different security profile, and there
are no common weaknesses.

Federated authorization
As we indicated earlier, Microsoft’s
TrustBridge provides a simple approach
for differentiating users – such as
customers, or employees of trusted
business partners – so that trusted users 

Value of Differentiation
Economic benefits
When it works properly, service
differentiation combines the economic
and technical benefits of generalization
with the economic and technical benefits
of specialization. (It also provides a
new angle on security, which we shall
discuss below.)

As we have indicated before (Interact
September 2000)(2), over-generalized
components may carry a considerable

Box 1: Differential access to live data
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can be given access to appropriate
services and data, and “unauthorized
outsiders” can be detected and turned
away. But different companies may have
different rules about access for different
groups of user, and therefore someone
who would be regarded as authorized
by company A might be regarded as
unauthorized by company B. For
example, company A may give full
privileges to temporary or contract staff,
and may allow external auditors to have
read-only access to all files. If company
A gives appropriate credentials to casual
or contract staff, then company B may
be unable to differentiate them from full
employees of company A. This problem
is then compounded when company B’s
systems provide access for company A’s
employees to company C’s systems.

The principle that “each organization
will issue its own credentials” then
apparently implies that each organization
can choose what (if any) distinctions
between its employees (or other users)
are detectable by other organizations
using these credentials.

For the user, the idea of a single login
and password to a vast range of different
systems from many different service
providers is indeed convenient and
attractive. However, it also represents a
single point of failure for that user’s
identity. We expect that WS-Federation
will address some of the complexity of
this difficult subject.

Context-Aware Services
Applications
While much of the discussion of context-
aware services has been in other types
of application, the relevance to web
services is not difficult to see. Let us look
first at some other applications.

Domestic Appliance
For example, Microsoft’s Easy Living
Project(3) developed a number of simple 

pilot applications in which sensors were
used to determine the user’s physical
location and thereby control the behavior
of simple devices.

User Interface
When interacting with a device – from a
photocopier to a website – users are
trying to fulfill some purpose. A user may
sometimes have an explicitly formulated
plan, or may be simply engaged in what
former Xerox researcher Lucy Suchman
called situated action.

Traditional software development has
required the designer to determine what
task the users are trying to do, and make
this task as efficient and “user-friendly”
as possible. In the past, the deployment
of a computer system has often been
predicated upon standardization of the
user tasks. But this standardization
makes a system inflexible, and typically
only usable by trained staff.

With context-aware services, the
designer no longer tries to predict and
control everything that the user does, but
creates a system that can respond
dynamically to what the user is trying
to do.

Mobile
During the period where next-generation
phone services were being hyped, there
was considerable interest in context-
dependent services for 3G phones. The
kind of example most commonly cited –
and almost as commonly ridiculed – was
that your phone would ring as you
passed a coffee shop, inviting you to
stop for a latte. Like the domestic
appliance examples piloted in the Easy
Living project, these were primarily
controlled by user location, but might
also be influenced by user history.

However, for mobile applications, the
main interest in context-aware services
has come not from the opportunities
afforded by location finders, but from the 

continues...

Differentiated security

means that each

individual belongs to a

different class. It is much

more difficult to scale or

replicate attacks
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physical limitations of the devices. In a
traditional screen-based system, a lot of
contextual information can be displayed
and confirmed by the user. However,
mobile phones and PDAs have much
smaller screens and no proper keyboard,
making it much less convenient to
demand large quantities of user input. A
context-aware service may be able to
bypass a great deal of user input.

Web Services
One of the goals of web services is that
we should be able to dynamically invoke
a service from another business. But
this typically places the web service in
a situation of multiple choice. What
channels to use, who to contact, what
price and delivery terms to demand –
these may all be varied according to
various aspects of business context,
such as urgency or previous experience.

In a component-based system, a lot of
contextual information can be obtained
through various APIs. However, this
approach leads to a proliferation of such
APIs, and this results in spaghetti.
Some voices within Microsoft have
championed the idea of holding context
information in a shared data store, to cut
down on this spaghetti.

With mobile computing, the
inconvenience of inputting data is a
consequence of the limitations of
the device. With web services, the
inconvenience comes from the
complexity of the network. This is not
only a question of performance
overhead, but also of interference. If
data are passed along a chain of
heterogeneous services, with each link in
the chain being designed upon a slightly
different conceptual model, it is to be
expected that data will be transformed
in unwanted ways. This leads to a
phenomenon akin to the children’s game
of Chinese Whispers.

Context
1 State of Environment

a. Business – such as credit history,
previous delivery performance

b. Physical – such as location

c. Computing – such as availability and
proximity of resources (nearest free
printer).

2 Changes in Environment. Although
some applications only need to query
the current state, the real advantage
comes from events generated by
contextual changes. This is already
provided by some brands of domestic
electronics – if your telephone is
linked to your sound system, the
music is automatically paused or
silenced when you answer the phone.

3 User Preferences (possibly inferred
from previous interactions with the
same user.) This is complicated by the
fact that the user may have different
preferences in different roles – so that
the preferences may need to be
associated with the role rather than
the individual. The context may
therefore also need to include ...

4 Current Role. However, the role is
often not explicitly declared, and
needs to be inferred.

5 User Purpose – including importance
and urgency.

Design Principles
1 The more context is shared between

the two parties in an interaction the
more efficient that interaction
becomes.

2. Context information typically needs to
be permanently accessible – this may
rule out the use of remote servers that
may be down. This is particularly a

Traditionally the designer

has focused on

“user-friendly” behavior

by standardization of user

tasks ...With context-

aware services, the

designer creates a

system that can respond

dynamically to what the

user is trying to do
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concern for mobile applications that
need to work when the user is “out
of range”.

3. Context information must be regarded

as sensitive (private or confidential)

and subject to appropriate security.

4. Where the context includes events as

well as state, a context-aware web

service will need to be able to declare

an interest in specific events, and

request notification based on any

relevant change in the observed

context. (For many applications,

however, excessive frequency of

notification would not only represent

an unacceptable overhead, but might

also result in unstable service

provision.  Control signals therefore

typically require some degree of

attenuation or filtering, which may

either be defined by the service itself,

or imposed by the platform.)

5. If some web services can subscribe
to certain aspects of context, this

implies that other web services may

have to publish these aspects of

context. This may require use of the

Observer pattern.

6. In designing web services, it is

important to separate the

specification of context from the

mechanism for determining context.

A differentiated service may be driven

by some set of business rules based

on context, but these rules should

apply regardless of how the physical

implementation of the service actually

determines the context. Two different

implementations of the same service

may use entirely different mechanisms

for determining context. (This is

another reason, therefore, for not

simply coding the context into the

interface.)

Models
To design context-aware services, three
types of model have been identified(4).

● Task Models – describe the
actions performed by an agent or
artifact to carry out a task. Serves
as a model of expected behavior.

● User Models – describe aspects
of the user that are relevant to the
task. This may include the
conceptual model (“ontology”)
that belongs to a specific user.
Researchers at Carnegie Mellon
University are experimenting with
a semantic web environment for
context-aware mobile services.

● System Models – describe the
structure and capabilities of the
software system, including the
tasks it can carry out.

Context-aware services can be used not
only for differentiated services, where the
differences affect the service user, but
also to drive internal differences in
provision. For example, where the
context includes sensitivity to available
resources. As far as the user is
concerned, the resources used may be
fully interchangeable; thus swapping
internal resources should be transparent
and does not constitute genuine service
differentiation. Even so, the flexibility of
resource utilization may improve the
quality and availability of the service to all
users. For example, if a remote service
operation uses operators in different time
zones to provide 24x7 coverage, or to
provide a greater choice of languages,
the users benefit from the improved
availability.

Problems
In a previous article on service provision
(Interact, August 2000)(5), we referred to

three types of service: c-type, k-type and 
p-type. One of the key distinctions here
is whether it is the client who “solves”
the problem and decomposes the
requirement into discrete services, or the 
service provider. A c-type service simply 
provides capability to fit the client’s
specification of the problem, whereas
k-type has the knowledge to solve the
problem. In a p-type service, the service
provider not only solves the problem but
also identifies the problem – and may
therefore be addressing a requirement
you didn’t even know you had.

At one extreme, for example, a c-type
investment service may purchase
precisely the funds specified by the
customer, and may react to events
specified by the customer – for example,
sell if price falls below X. A k-type
investment service may swap funds and
reinvest dividends without consulting
the customer, based on some prior
understanding of the user’s financial
objectives, within some broadly agreed
guidelines. A p-type investment service
would be capable of a much more
dynamic initiative on behalf of the
customer – for example, reacting to
events and risks that the customer had
not specified, and might not even
recognize as significant.

Sun’s vision of “smart” web services is a
clear push at least towards k-type
services. Sun CTO Greg Papadopoulos
identifies the challenge as
“solving problems and anticipating
requirements”(6). We interpret this
statement as an indication that the Sun
vision may extend to p-type services.

The ability for a system to differentiate
services according to context is an
example of what system theorists call
requisite variety. The greater the
complexity and turbulence of the

continues...
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Language) – should be able to encode
such differentiation.

Design Time Flexibility
Based on this argument, it might appear
that we should be looking for a systems
development approach that uses
business rules and policies to build in
differentiation at design time. This is
poorly supported by the mainstream
development tools – for example, it is not 
something that lends itself to expression
using UML – although there are some
rule-based development tools that offer
some support. This support typically
involves generating applications from a
set of business rules.

When the business rules change, or
when two operations with different
rulesets are merged, we might expect
such rule-based development tools to
offer a faster development of a revised or
extended application. However, there
has been little independent study of the
possible benefits of this approach.

But even if design time flexibility reduces
the lead time for supporting new

business rules from months to weeks,

that still rather misses the point.

Properly differentiated services require 

the flexibility, not at design time but at

run time.

Run Time Flexibility
Since we first introduced the notion of

the differentiated service, the notion of

web service has attracted a huge amount

of attention. Web services are supported

by a new layer of tools that we have

referred to as the BSS layer.

An important aspect of this new layer is

that we have the capability to modify the

way that services are used at runtime.

Because we can inspect the contents of

the message, we can set rules and make

decisions on what service, or how it will

be used, dependent on context.

Today we see Amberpoint, Talking

Blocks, PolarLake, Infravio and many

others promoting change management,

and business adaptability as major

benefits of their approach.

environment, the greater the value of this

variety. This can be analyzed using 

Stafford Beer’s Viable Systems Model

(VSM).

The VSM leads to a “fractal” or “Russian

doll” method to describe systems i.e. 

each subsystem must be a viable

system. For instance, if I assemble a

system out of services each service is, in

itself, a viable system and will have its

own controls, intelligence and policy.

Then the issue becomes whether these

are compatible with mine.

Compatibility may be fragile. In a recent

example, a B2B application experienced

problems when a partner changed the

XML stream (in other words, the policy)

without understanding the significance of

the change, and therefore failing to notify

and schedule tests.

Understanding context involves

understanding purpose and role. A

service that can negotiate purpose and

role – for example by using a form of

self-description such as the PCML

(Pattern and Component Mark-up 

Existing inter-process communication standards such as
CORBA, EJB and COM assume that the exchange is
completely defined at development time. However,
business conversations are typically subject to change in
structure, content and the participants involved, as the
business requirements and the business’ customers and
partners change.

Business Conversations change and adapt to business
needs in ways not always foreseen. The Web Services
standards attempt to address this problem by
promoting a service-based architecture, where new

applications are created from a combination of existing
Web Services with new logic. However, these standards
only define how interactions between applications can
be changed. The standards do not specify how the
applications themselves can change and adapt to support
the changes in the interactions.

PolarLake supports Web Services and provides a platform
for creating highly flexible applications capable of rapid
change. PolarLake supports the development of
applications that accept, process, produce or route XML
documents in a flexible and configurable fashion.

Business Conversations

Box 2: PolarLake advocates business conversations as basis for adaptability (Source PolarLake)
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Informatica has recently launched a real-time data integration product
called PowerCenterRT. Unlike conventional data integration technology
(including EAI), this offers a number of real-time ETL features:

● bulk data movement

● zero latency processing of data

● continuous sessions with bi-directional integration capabilities to
EAI systems and message queues to support non-stop message
detection and delivery. 

● the ability to efficiently process incremental changes in data lookup
and aggregation algorithms

● transaction-awareness throughout the entire integration flow.

Alongside this product, Informatica offers a data integration platform
(PowerCenter 6), which features integration workflow, scalability and
metadata to address the ever-increasing data load and user community, as
well as data mart functionality in PowerMart.

Transaction Awareness

Box 3: Informatica promotes real-time data integration (Source Informatica)

Concluding Remarks
Claims about tools providing flexibility
are not new, and always demand some
skepticism. The “fool with the tool” (is
still a fool ... Ed.) principle will apply,
unless some architectural work has been
done that lays the foundation for flexible
deployment strategies.

Proper understanding of the system
lifecycle will help us to identify specific 
decisions that need to be made at the
architectural and design stages that will
have a major effect on the levels of
flexibility that can be engineered at
runtime.

This in turn will lead to a better
understanding of “how do we design
contexts?”

Next month, we shall take a detailed look
at business rules, and the different ways
these are implemented.

Richard Veryard  richard.veryard@cbdiforum.com
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Sun is now aggressively

preparing for the reality of

the service-based world,

where massive servers

provide services to very

large constituencies of

users inside and outside

the organization on a

highly automated,

on-demand basis

By David Sprott Sun Microsystems came late to the

web services game. The reality is that

Sun didn’t see the huge shift to loose

coupled services happening until it

was a done deal. In consequence they

have been excluded from important

industry initiatives and are widely

viewed as having passed the thought

leadership to Microsoft and IBM.

Today conventional wisdom remains

that the Sun remains behind in its web

service support. However we now

think this view is outdated. We have

recently spent considerable effort

understanding how Sun has moved on

in the intervening six months, not least

in sorting out its strategy, and in this

report we identify considerable

progress, but also huge challenges.

Services on Demand
Explained
Last year Sun introduced the notion of
“services on demand” as a collective
noun describing various types of
services that also included what have
been universally accepted as web
services. At that time they were at a

clear competitive disadvantage with web
services, and there was an intensive Sun
marketing campaign in an attempt to
“move the goalposts”. The problem was
that this was very obviously a marketing
campaign with little substance behind it. 

Today Sun has a much more coherent
explanation for their services approach.
First they have completely accepted and
embraced the web services concept,
and are able to provide sensible
roadmaps for evolving product support.
More on this later. But even more
important they have now identified where
they are best equipped to provide
differentiated support in the emerging
service world. Sun is now aggressively
preparing for the reality of the service-
based world, where massive servers
provide services to very large
constituencies of users inside and
outside the organization on a highly
automated, on-demand basis.

The Vision Thing
Over two years ago in our report
Transaction Explosion(1) we predicted
unprecedented growth in numbers of real
time transactions and the impending

At long last Sun is starting to articulate a sensible,

differentiated strategy in the web services arena; but is it

too late and can they deliver?

Sun Microsystems
Gets A Services Vision!
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requirement for a consumer grade quality

of service. At that time we identified

alternative devices as one of the more

reliable parameters for predicting traffic

growth, and interestingly independent

research firm ARC are estimating over

700 million Java enabled devices by

2003 and a billion by 2006.  

Last year we advised that services

concepts would mature and morph very

rapidly. That following an initial period of

focus on protocols and service creation,

attention and investment would turn to

management issues, particularly in the

areas of endpoint management,

deployment and run time monitoring

and control over security, behavior and

performance. Today it is entirely

predictable that as deployed applications

and transaction volumes rise

dramatically across 2003/4, very high

quality service delivery environments will

be critical business requirements. And

not surprisingly Sun is now betting its

business on very significant high end

server growth. And the key to success

in this market is going to be about

delivering the highest quality of service,

which Sun argues convincingly, requires

radical approaches to meet new

problems. 

Sun has quite an impressive track record

of being a visionary and thought leader.

Several years ago, as hardware

became increasingly commoditized, Sun

captured the interest of developers with

the Java language. They then expanded

this software oriented constituency to

include architects and IT managers

with component concepts (EJB) and

reusability (WORA) plus the Jini and Rio

projects. Over the past two years Sun

ceded the visionary high ground to

Microsoft and IBM that provided

practical and easy to use solutions to

service creation and consumption.

Make no mistake, vision is important. A
well worked vision is the key to an
effective R & D investment that delivers
products and services that intersect with
the chosen market at the right time.
Further the vision is critical to winning
and sustaining customer support and
investment. Three years ago Microsoft
were in the doldrums, precisely because
the only vision they had to offer was an
upgrade to Windows 2000, and as we
said at the time, you can’t get much less
strategic than that. Over the past 18
months Sun has been through a torrid
time. Their financials and share prices
have been hit harder than their
competition, and much of this is due to
the market's lack of confidence that Sun
know how to reverse their fortunes. So
can Sun leapfrog their competition and
show a better vision of the future, and
that they are best equipped to deliver
on it?

The Strategy
Integrated Stack
Although Sun has outlined its integrated
stack strategy over the past year, there is
increasing evidence that this strategy is
now taking new shape. 

First Sun has bitten the bullet and
rebranded almost every product as a
component of Sun ONE. Only Solaris
and Star Office remain outside of the
core software brand. Whilst one can be
cynical about naming, Sun recognizes
like IBM and Microsoft, the criticality of
reducing confusion of product identity
and the importance of harnessing
marketing dollars in support of the
collective name. 

Sun continues to stress the
“integratable” nature of the stack, and
indeed the openness of their platform
in comparison with some other
competitors, particularly Microsoft. 

continues...
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Server 7, the J2EE reference
implementation will be used directly in
the application server. The effect of this
decision will be a factor in enabling
Sun to be first to market in future
with their J2EE implementations, but
probably more important will from
Sun’s perspective, provide a closer
match to the reference implementation
and go some way to meeting customer
concerns about write once, run
anywhere.

N1 - Data Center of the Future
Sun is now commencing a new direction
in system and network management
referred to as N1. This initiative will be
progressively developed to provide a
service oriented management and
control layer for networked computing
resources, operating at the network as
opposed to the server level. The intent is
to raise the level of management
abstraction above the individual server or
component, to the provided service.
Using the service concept, the function is
provided in a manner that is independent
(or transparent) from the implementation.  

N1 is a set of Solaris independent
services that sit on the edge of the
network that will dynamically provision
processing power, hardware, software
and storage resources to distributed web
services on demand. Whilst Solaris will
continue to be the operating system for
individual servers, N1 will be the network
operating system that manages the
collaborations of distributed web servers
that span across multiple servers and
networks. 

The N1 services will be delivered in
phases as four components - the N1
Control Panel, the virtual compute,
virtual network and virtual storage
elements. Solaris 9 introduces the first
building blocks of N1, referred to as
Solaris containers. These containers
provide an execution environment within

a Solaris environment that is

independently managed allowing

resource containment and control, fault

and security isolation.

Sun is positioning N1 as a service

oriented network operating system. This

is very similar in overall intent to

Microsoft Longhorn and Blackcomb

projects, which aim to turn the Windows

server environment into network

services. In fact the concepts underlying

N1 are also very similar to Grid

Computing, which is of course directed

at resource sharing and management.

However we support Sun in its use of

the service concept, as this is a more

relevant perspective to explain the

purpose and delivery mechanism.

Beyond Java
Over the past nine months we have

started to see a maturing of Sun’s tools

strategy that takes it way beyond the

tightly coupled Java language based

environment. Late last year saw

announcements that the tools

environment now provides an IDE that

supports C++ and Fortran in addition to

Java. More recently a significant focus

on application frameworks that address

the skills issues that exist with the

Java language. The JATO application

framework has been renamed the Sun

ONE Application Framework and Sun

indicates that this will be evolved into a

visual RAD developer tool. 

Even more significant Sun is now

planning a metadata repository based

on the Model Driven Architecture (MDA)

standards. This repository will be used to

drive the publishing, management and

reuse of code and components in service

creation, and importantly in a new

assembly environment which supports

the modeling, aggregation and

deployment of pre-existing services.

However the reality here is that Sun, like
Microsoft and IBM, is moving rapidly to a
much more integrated stack. With the
release of Solaris 9, the application
server is now fully integrated into the
Solaris environment with the explicit
objective of improving deployment,
performance and quality. Although Sun
describe Sun ONE as an ‘open’ stack,
and customers can choose not to install
the app server, we wonder just how the
relationship with BEA will be impacted by
this move. However Sun is in a lagging
position in the application server market,
and clearly needs to find new strategies
to rectify this position. In addition to
integrating the O/S and App Server, they
are also making significant reductions in
price of the App Server, and the
combined technical and commercial
strategy is to focus on sales of the
integrated stack, rather than facilitating
best of breed solutions. 

Sun also make it clear that the number of
partners that they work with is going to
reduce. They believe that working
closely with fewer partners is going to be
more conducive to high quality and
performance, rather than being open to
all comers. So whilst the integratable
nature of the stack is not going away, it
is clear that the options will be (quite
sensibly) restricted. 

We have always been impressed with
Sun's engineering and quality focus. We
understand that they have now
embraced Sigma Six(2) as an underlying
quality management methodology and,
in our opinion if they are serious about
using this approach, this will a) lead them
further down the path of stack integration
both in terms of product architecture and
customer deployments and b) this will
improve the quality of Sun’s delivered
solutions.

In a not unrelated announcement, Sun
has indicated that commencing with App
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Phase Content

1

2

3

Delivery

Early Availability in
July 2002

Early Availability Fall
2002

Dependent on
specification
progress

Account Federation, Single Sign-on/off based on the Sun ONE Identity Server

Personalization and Profiling; delegated federation of identities and
their attributes

Enable secure and robust federated transactions

Additional services such as calendar, alerts, contacts, wallet/payments etc

Table 1: Sun Support for Liberty Alliance Specifications

Challenges
Sun has made some considerable
progress over the past year in addressing
weaknesses in its service based strategy.
But they do have a number of major
issues to contend with: 

● The integrated stack requires
increasingly greater R & D effort to
keep all the components as best
of breed. Quality actions will
increase the costs of partnering.
Diversion of resources into Linux
will increase pressure on the
R & D budgets.

● Servers, the mainstay of the Sun
Microsystems business, are
reducing in price. Commodity
priced servers based on Intel
microprocessors supporting
Windows or Linux continue to get
more powerful. Margins will be
squeezed.

● N1 is a good move, but it’s
dependent on a major technology
shift, and right now the market is
moving very slowly and major
technology shifts may be further
out than anyone thinks.

● Sun continues to stay outside of
the WS-I organization. This is a
big issue politically because they

Identity
Sun has rightly made considerable

marketing capital out of the Liberty

Alliance initiative. They argue that

authentication data must be made

available on a federated basis such that

services from disparate providers can be

used collaboratively from a single

sign-on. Although Sun stress the Liberty

Alliance project is not a Sun project per

se, they are investing heavily both in

contribution to the project and in

integrating the resulting standards into

Sun products at the earliest opportunity

as shown in Table 1.

This is a big opportunity for Sun; they

claim to have 75% of the directory

naming server market, and federated

authentication will enable lots of add-on

services that will generate serious

revenues.

At this stage, Sun's understanding is

that the Microsoft approach will

permit federation of Windows based

authentication, which will limit viable

cross platform application patterns.

Strategically therefore identity

management may prove a strong

competitive weapon for Sun, particularly

in view of the absence of Microsoft, and

strangely IBM, from the project. 

Sun, like Microsoft and

IBM, is moving rapidly to

a much more integrated

stack

N1 will be the service

oriented network

operating system that

manages the

collaborations of

distributed web servers

that span across multiple

servers and networks

continues...
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Sun Microsystems Gets A Services Vision! continued...

Summary
Sun has quite a compelling story for the
high end customer, its primary customer
base. Their strategy as it is crystallizing is
more sharply focused on this high end
niche and in time the market will come to
them as demand for high end servers
increases. What's critical for Sun is to
demonstrate how the combination of
quality and a higher order of
management and control capabilities
are essential for the new service
based world.

Commodity processors only become
commodity status when the demand is
such that they can be sold cheaply in
large quantities. The real issue for Sun is
to offer the high end functionality that
keeps its capabilities out front of that
breaking wave, such that the really
serious users will continue to be
prepared to pay a premium for sixsigma
service.

We often refer to the high end market as
Deep Space Nine, which Star Trek fans
will instantly recognize. Deep Space Nine
was so named because it was a long way
away and really hard to get to. There is a
price worth paying to ensure that you get
there safely. Sun's strategy is predicated
on exactly that.

David Sprott david.sprott@cbdiforum.com

1. CBDi Report, Transaction Explosion,
November 1999

http://www.cbdiforum.com/secure/interact/nov9
9/5.php3

2. Six Sigma means a measure of quality that
strives for near perfection. Six Sigma is a
disciplined, data driven approach and
methodology for eliminating defects (driving
towards six standard deviations between the
mean and the nearest specification limit) in any
process – from manufacturing to transactional
and from product to service. The statistical
representation of Six Sigma describes
quantitatively how a process is performing; to
achieve Six Sigma, a process must not produce
more than 3.4 defects per million opportunities.
More information at: http://www.isixsigma.com/

need to demonstrate that they are

serious about XML based

services. On a practical level they

will be in serious trouble if they

cannot implement WS-I compliance

in a timely fashion. Frankly they

need to swallow their pride and

join as an ordinary member. 

● Right now we have a stand-off.

Microsoft makes it difficult for Sun

to join WS-I as a board level

member and Sun makes it hard for

Microsoft to join the Project

Liberty Alliance with similar status.

In the end Sun will probably lose

more business than Microsoft by

continuing the current stalemate. 

● Just to confuse things, Scott

McNealy is still fighting a rear

guard action. He still insists that

TCP/IP, NFS and all the network

capabilities of Unix, Jini and Java

have always been and are web

services. We can imagine the

frustration of Sun’s technical

marketing people. Whilst it might

be logical to argue that web

services are a generic concept,

this is precisely what Sun doesn’t

need right now, because it makes

them look like they are in

opposition to a huge industry

consensus on what web services

are. That’s precisely where they

were last year, and where they

must move away from.

● Financial analysts and customers

must be wondering what

underlying issues caused Sun to

lose five of the most senior

managers in less than 12 months.

Sun has quite a

compelling story for the

high end customer ...

serious users will continue

to be prepared to pay a

premium for six sigma

service
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By Jonathan Stephenson Background
Many enterprises have made the
strategic decision to adopt the Java
platform, and following successful early
pilot projects are planning a wider rollout
of the J2EE environment. A major
consideration at this stage is skills and
manageability. The early projects will
probably have been delivered by
individuals with skills that will be hard to
replicate across multiple business
development project teams. Whilst
mainstream project development staff
are keen to embrace the new language
and technology there is considerable risk
that second phase projects will be less
successful than the early ones.

There is also a concern that the
higher skills requirement for the Java
environment is building up a
maintenance problem. Again, this is not

an issue in the early stages, when skilled
innovators are very familiar with the
complexities of the environment, but the
Java skills crisis will, in time, cause a
maintenance problem unless strict
code standards and architectures are
enforced. 

Up to now Compuware has specialized
in proprietary 4GL development
environments, and providing
comprehensive life cycle support. They
are now using that experience to take the
Java environment to a wider audience by
making it more productive and easier to
build well-structured J2EE enterprise
applications. 

Introduction to OptimalJ
OptimalJ therefore represents an
important transition for Compuware’s
development tools towards a more open

One of the key issues for any organization moving to

the Java platform is skills and productivity. Once the

infrastructure and early projects have been completed, will

the application delivery environment be robust, productive

and manageable? Will there be an ongoing dependence on

scarce Java skills that just replaces one set of legacy

issues for another? With its OptimalJ product, Compuware

is aiming to directly address these issues.

OptimalJ
From Compuware

Product Report

continues...



OptimalJ From Compuware continued...

Domain Modelling
The first step in designing a database
application is to model the business
entities such as customer, call, contract,
etc. The entities will later become your
data tables and attributes of these
entities will become columns in your
database. OptimalJ includes a
diagramming tool where you draw out
the business entities and their
relationships. You can define a package,
class, attribute and method by clicking
the icons and entering the appropriate
names. Associations and generalizations
are easily added with a mouse
drag. Post-it notes for additional
documentation can be added at this
stage. If you already use Rational Rose
you can import your models; OptimalJ
supports importing from XMI, DTD and
database schemas. In developments
where databases already exist, they can
be read into the domain model as long as
a database driver is available. From the
domain model all the components of the
application are generated, including the
SQL DDL to build the tables.

By ensuring that all application
development projects start with a verified
model, OptimalJ will enforce a certain
amount of discipline into your process. 

If you choose to do design work in Rose 
you will need to install the XMI module
into Rose to provide the XML export
facility and then pull the model into
OptimalJ using the model/import menu
option.

The other import options available in the
professional edition are JDBC RDBMS,
CICS/Cobol, Corba IDL.

Pattern-based application
development
Compuware has targeted the classic
multi-tier web application using the 
Struts(2) framework (see box) to create a
clean separation of presentation and
data. Entity EJBs are generated for each
table in the database and a web pattern
can be selected to generate one of three
styles of user interface:

● Default HTML
HTML using a mixture of JSP and
HTML. The patterns will support
XML clients and HTML. You can
select classes from the domain
model for generation of the web
tier. This pattern provides full
CRUD functionality for each class
and builds code that understands
the associations between the
classes.

and standards-based Java architecture.
Many companies in the Java space are
using design patterns to kick-start their
development projects. Turning patterns
into well-structured J2EE code is
however the big challenge for most
development teams and OptimalJ takes
the pain out of this by generating a code
framework that conforms to the Sun
Microsystems’ blueprints. Version 2.0 of
OptimalJ generated Java code from the
domain model using patterns internally
such as Model View Controller to create
the application model. Released in June
2001, over 8000 product downloads
have been logged on the Compuware
JavaCentral(1) site. The new Version 2.1
(in beta test during our review) adds
pattern editing functionality enabling
Java architects to build and maintain
their own patterns. In addition, 2.1 adds
support for the full J2EE standards and
can create applications for all the major
J2EE servers.

Compuware has demonstrated an
understanding of the J2EE application
architecture that goes much further than
its competitors who in main supply you
with the building blocks but rely on you
to put it all together. OptimalJ will create
a best practice Java application based
on accepted blueprints and build all the
deployment files required for your target
server. The new version fully embraces
the pattern-driven approach and opens
up the development environment so that
by editing the transformation patterns,
new application styles can be targeted.
Compuware is breaking new ground by
expressing these transformations using
XML, and is working with OMG to define
extensions to Model Driven Architecture
(MDA) standards.

In this report we begin by describing
Version 2.0 and then move on to the new
features out this year.
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EJB Model Web Model

Entity Beans and Session Beans
(Home, Remote, Bean)

Key classes

Remote Client Code
(RemoteViewManager, RemoteView,
DataObject, UpdateObject)

Deployment Descriptors for EJB
Module.

Java Server Pages (JSPs).

Control flow, using the Apache Struts
framework. This includes Action
classes, and an XML flow
configuration file.

Cascading Style Sheets and
Dreamweaver Templates

Deployment descriptors for the Web
module

Table 1: Application Code Implementation



pages were rendered using the bundled 
browser, however for better performance
you point OptimalJ at your favourite
browser with a simple configuration
option.

The graphical application model explorer
is a standard explorer tree, which you
use to examine the various components
of the application. Developers familiar
with Struts and the J2EE environment
will be able to find their way around the
well-structured and standardised code
it generates.

Business Rules
Business rules are defined using a
graphical editing environment and then
added to the domain model for inclusion
in the application code. Static rules are
simply algorithms encapsulated in a Java
class.  Dynamic rules are stored in a rules
base and can be dynamically updated
without re-generating all the code.
Dynamic rules are held in an XML file and
the expression server reads this at
regular intervals so that changes you 

make to this file will be expressed in the
application behaviour.

To add a business method to an EJB you
must use the Java editor to locate an
insertion point (unguarded block) where
you will find the helpful comment /*
include your methods here */. When the
system regenerates code, your methods
are safe because you cannot stray into
forbidden territory (guarded blocks),
coloured blue by the editor and
protected by OptimalJ.

Active Synchronization and NetBeans
We believe that by adopting open source
tools like NetBeans, Compuware is able
to put its development effort into the
added value aspects of code generation
and patterns which is its strength. The
Java community is generally very
supportive of the NetBeans initiative
and corporate development teams use
it extensively. Once the OptimalJ
application generation has completed,
developers will usually add more of
their own custom methods. The

● Plain HTML Pattern
This is a simplified JSP page that is
used when you need to build some
functionality based on your own
component. It generates a web
page based on a single class only.

● WAP
The Wireless pattern generates
JSP files and Java classes based
on the Jakarta Struts framework
that, when executed, generates
WML content that can be delivered
to a mobile device via a Web Server
and WAP Proxy.

The application code is generated,
compiled and run in a straightforward
process. The built-in NetBeans 3.2 IDE
provides you with a colour-coded editor
for exploring the generated code and
adding your own methods and logic.
We especially liked the fact that the
installation disk includes a full test
environment and there is absolutely
nothing to configure to get the CRM
example to run. The generated web 

continues...
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This section is included for readers who may not be
familiar with Struts.

If you have got your hands dirty with web development
you will have experienced that sinking feeling having built
100s of pages of JSP or ASP code, that the flow of the
pages and the actions that the business tier and a
significant amount of business logic that the system relies
upon, is embedded in thousands of lines of script, mixed
with HTML. And this quickly turns into a maintenance
legacy. This problem of separating page layout, page flow
and business model was tackled by the SmallTalk Model-
View-Controller (MVC) pattern and from this the
established pattern Struts has evolved. Launched in 2000,
Struts implements the MVC for web applications by using
a combination of Java Servlet, JSPs and Java Beans. The
control of the web application is mediated by the Java

Servlet controller, JSP pages provide the view and the
model is implemented as EJBs (or ordinary beans).

The controller reads a resource file that maps URL
requests from the client into application actions. An
action object can pass objects back to the controller that
provides a session context and a cache of shared objects.
So for example a Shopping Cart action object may place
the user’s cart object into the users session and pass
control to another page such as the catalogue index.
Action objects will often need to make calls to the Model,
in the form of a session or entity EJB.

The View part of the model is constructed as Java Server
Pages and also makes use of the Struts tag library; this
improves the readability of the pages and also supports
internationalisation of your web site.

Struts and the MVC Pattern



OptimalJ From Compuware continued...

acknowledged skills shortage of Java
programmers, and project managers
struggling to resource Java projects may
see enormous benefits in OptimalJ.

A programming environment that
enforces structure and standards, that
improves productivity of the less capable
programmers and which so neatly
encapsulates the best practices of the
industry will be an appealing proposition.
So where must the product go from
here? Version 2.1 is due for release mid
2002, and this significantly improves
OptimalJ because the design process
includes domain patterns and also opens
up the code generation patterns for
customisation.

Version 2.1
Version 2.1 is planned for general
availability from June 2002, and this is
the release where you work with
patterns to create domain models and
applications. This will not only create a
tool that supports patterns but also,
through Compuware’s plan to promote
a pattern exchange, it encourages
publishing and sharing of patterns;
something that CBDi has been
promoting for some time.

Pattern Catalogue
In Version 2.1 the pattern catalogue
provides a library of patterns from which
to work. So for example, if you need a Bill
Of Materials, select the BOM pattern and
add the classes to your domain model
based on the pattern. You can then
customize the attributes and methods to
define your domain model. Pattern
weaving where you use a wizard to
combine patterns to form a model is
supported; this involves selecting
classes that are common to two patterns
and then combining the attributes to
form an aggregation of the patterns.

Implementation Patterns
In version 2.0 the pattern used to

transform your model into an application
was fixed internally. For version 2.1 you
can now review and edit the pattern
that drives the transformation from
application model to code. The ability to
customize the transformation pattern
and to set corporate coding standards
makes this a formidable tool for
corporate projects where internal
standards can be set-up and enforced
through OptimalJ. You could for example
define a pattern to create a Swing user
interface in place of the HTML one in the
default pattern.

Compuware is working with OMG on
draft standards for expressing these
transformations in XML and making them
part of MDA.

Application Explorer and Diagrams
Version 2.1 takes the graphical display
and navigation provided in 2.0 for the
domain and classes and augments it
with similar tools for the Web, DBMS and
EJB models. Each model is represented
in a static class diagram style with
associations drawn in the standard lines
and arrows. If you bring up for example
the EJB model you are shown the EJB
components. Drill down to the Customer
component and you can view not only
the class diagram but also the Java
code. This screen is shown in Figure 1

Domain Services
The domain model in Version 2.1 extends
to include the concept of a domain
service. The domain service models a
business task or transaction and would
usually act on a subset of the domain
model. For example, a service might be a
business process such as ‘cancel order’.
Acting on several entities it could be
modeled as a service and then OptimalJ
used to generate the session bean and
JSP pages needed to implement it.
Dreamweaver could then be used to
customize the user interface.

synchronization system protects
generated code blocks and also ensures
that your own code is never lost. Colour
coded blocks and clear comments point
developers to the appropriate places to
add code. The IDE framework means
that other tools can be integrated with
OptimalJ, Borland’s JBuilder will be
the first.

Code coverage and testing
OptimalJ ships with a complete test
environment including TomCat 3.2 and
JOnAS EJB. It also integrates with
DevPartner for Java Edition. This
provides you with a powerful suite of
tools for testing code and memory
usage. The CodeCoverage, TrueCoverage
and MemoryProfile tools complement
the standard features of the Java
debugger and the comprehensive
logging facility built into the code
framework.

Deployment
The setup tools built into OptimalJ create
all the archive files, descriptors and
configuration for WebSphere, WebLogic,
iPlanet and Oracle.

Tools Market for J2EE
The market for Java IDEs has become
well supplied with graphical editors and
frameworks. If you know what you are
doing you can use any one of several
tools with powerful Java editors and
wizards, to build a Struts framework
based on public domain code. But if you
do not have the deep Java skills, perhaps
moving from a traditional 4GL or Visual
Basic, you have a steep learning curve
ahead. OptimalJ goes beyond traditional
IDEs and is aimed squarely at developers
who are comfortable in their business
domain but really can’t afford the time to
build their own Struts development
environment.

Compuware will find a ready market in
their installed base of UNIFACE users. 
But more important there is an
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actually very few that have real
experience of the demands that larger
scale, complexity, integration and
performance place on skills
management, productivity in build and
maintenance and quality assurance. 

If you use patterns today and develop for
the J2EE environment then we
recommend you look very closely at
OptimalJ. The usual barriers for vendors
of code generators are the lack of
suitable application models and the lack
of power in the code synchronisation of
custom methods. The pattern based
approach in version 2.1 of OptimalJ
addresses these issues in an elegant way
that goes beyond simple customisation.
The aim in version 2.0 was to lower the
entry requirements for developers
wanting to build powerful enterprise web
applications for J2EE. In 2.1 we believe
the power of patterns has been taken to
a new level.  Pattern-driven design for
domain models is a laudable enough
goal; pattern-driven transformation of
domain models into applications is the
capability that takes OptimalJ to a
higher plain.

Jonathan Stephenson
jonathan.stephenson@cbdiforum.com

1. Javacentral, developer resources for OptimalJ,
http://javacentral.compuware.com

2. http://jakarta.apache.org/struts/index.html

Future Directions
Plans for the future include extending
the domain model to include process
modelling and integration capabilities.
This will include tools to integrate with
.NET and WSDL. Workflow models will
be generated from the process model in
the domain model.

Summary
OptimalJ represents a major change
in strategy for Compuware. From
proprietary to open; from 4GL to
pattern-based generation of modifiable
code. Compuware is addressing the
Java market in a very comprehensive
manner, in particular providing a
comprehensive suite of complementary
Java based tools that their customers
have become accustomed to. There are
many software companies active in
the Java market that will claim to
understand enterprise-level component-
based development. However, there are 

J2EE Version 2 and Web Services
Version 2 of the J2EE specification

introduced message driven beans,

container managed persistence and the

EJB query language. These will be

supported in a later version. Web

services will be supported for internal

integration by OptimalJ but the full

SOAP, WSDL support is scheduled for

the latter part of 2002, by which time

some of the extended SOAP standards

such as security and reliability will have

been settled.

J2ME
Java for mobile devices will be

introduced as an application model

pattern so that hand-held Java hand-

held devices can be targeted. The new

pattern will create an extension to the

EJB and Web models based on the

Mobile Information Devices Profile

(MIDP). The mobile device application

will communicate with the EJB layer via

XML to synchronize object data.
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Figure 1: Diagram for EJB Classes
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By Richard Veryard

discussion or independent scientific
investigation of the risks of vaccination
tends to reduce the coverage of the
vaccination programs, and thereby
threatens herd immunity, such public
discussion is itself regarded in some
quarters as antisocial.)

Herd security provides protection for a
large class of similar or interchangeable
individuals. In biological ecosystems, this
is considered a cool strategy for hostile
environments. Low biodiversity results in
high affinity between members of the
species, resulting in high network trust
with consequent social benefits.
However, low biodiversity and high
network trust carry security
vulnerabilities. Network trust can be
abused – especially by hidden or
unwitting attackers (such as disease
carriers). Herds are monocultures,
vulnerable to epidemics and pandemics.

Thus ghetto security provides efficient
protection against limited attack, but
collapses under overwhelming attack.
Ghetto security protects the species by 

protecting the individuals; any threat to
individual security threatens the whole
species and vice versa. Meanwhile, herd
security provides effective protection at
the species level, but sacrifices individual
security to ensure the survival of the
species.

The internet is designed to provide herd
security. Internet enthusiasts point out
that the internet remains operational,
even when Distributed Denial of Service
attacks take down a number of
major players. While this robustness
undoubtedly has some socioeconomic
value, it provides little comfort for the
sites attacked.

Ghetto security may provide temporary
respite against attack, but the security is
temporary. Agile security can make
use of bubbles, but based on an
understanding of the dynamics of
bubbles – must be able to make an early
exit (or switch to a different bubble)
before the bubble bursts.

Richard Veryard  richard.veryard@cbdiforum.com

Differentiation and Security -

Three patterns of security

In these notes we discuss three
architectural patterns for the security of
distributed systems.

Differentiated
Security
Patterns

Best Practice Notes

Herd security and differentiated security

are both forms of distributed security, but

with entirely different objectives and

outcomes.

Commercial interests usually favor

ghetto security. Each technical platform

vendor or service provider wishes to

corral as many individuals as possible

into his ghetto, because this gives him

the opportunity to sell a range of value-

added services to these individuals.

Network effects and the economics of

scale seem to provide a constant push

to consolidation and integration. We

discussed this trend in our recent

commentary piece on Musical Chairs.

Government interests and regulators

usually favor herd security. This attitude

is illustrated in recent public arguments

about vaccination programs (notably

MMR), where the public health benefits

of herd immunity are seen by many

stakeholders to outweigh any concerns

about possible risks to a small minority of

individuals. (Indeed, since any public

Ghetto Security

Herd Security

Differentiated
security

All the items to be protected are collected into a single
bundle or bubble for their own protection. The
effectiveness of the protection depends on the economics
of scale – thus security increases with density until some
limit is reached. However, this pattern is vulnerable to
overwhelming attack, which can result in catastrophic
loss/destruction of the entire class.

The value in the class is spread across a very large number
of individuals – so that attacks on a single individual do
not threaten the whole class. For example, if you have
millions of cod, it doesn’t matter (at least to the survival of
the species) if polar bears eat a few thousand of them.
However, this is poor comfort to the individual who is
eaten. And herd security is vulnerable to mass destruction
or attrition – for example by disease or human plunder.

Differentiated security means that each individual belongs
to a different class. It is much more difficult to scale or
replicate attacks, since each individual has a different
security profile, and there are no common weaknesses.
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The Letters PageInterface
I enjoyed your coverage on MDA since it constitutes a significant evolutionary
step in IT innovation.

The somewhat “mediocre rap” that the OMG/MDA got is unjustified in my
opinion. I’m impressed with what the OMG is doing with MDA and UML. Getting
these concepts and contributors on a consolidated standardization track is hard
work and quite commendable. Also, MDA has come a long way since Desmond’s
paper in early 2001, with many engineers and companies investing considerable
effort to assure that MDA stands for quality innovation. In addition to my recent
book, several other MDA-centric books are in the works. Also, many product
vendors are investing to help evolve and prove quality standards in this space.
It is important to support the OMG in this effort. Their job is hard enough as it is.
If the OMG fails, we'll have to wait much longer for this evolution.

Best regards!

Richard Hubert, hubert@acm.org

Dear David

I have been thinking for a while about web services and the buzz surrounding
them. My view is that web services will end up going down the path of all the
other distributed protocols and we will end up re-inventing the wheel again.
For instance, if you track the changes to HTTP, CORBA, EJB etc over time you
will see the following:

- stateless protocols become stateful or gain some sort of session tracking

- transaction contexts get passed around

- security contexts get passed around too

It is these things that make business systems possible. Without them all we have
is a verbose RPC mechanism that we could have implemented 30 years ago.
The latest specs for SOAP include some of these things already. .NET services
are also moving this way.

Interestingly, the Java Connector Architecture for connecting legacy systems into
EJB app servers has exactly these sort of transaction and security propagation
features, and there is a lively market for JCA resource adapters to systems like
SAP, Baan, JDEdwards, etc. Sun got this one right and consequently J2EE is
well ahead of .NET in this area.

Best wishes

Hubert

Hubert Matthews   http://www.oxyware.com/

Software Consultant  hubert@oxyware.com

Letters are welcome and should be sent to the Editor at:
info@cbdiforum.com
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